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. O01ue cBeaenus

3aH_II/ITa I/IH(I)OpMaI_II/II/I B KOMIIBFOTCPHBIX CUCTCMAX U CCTAX

(HanMeHOBaHME BUAA IPOPECCUOHATIBHOM AeATETHHOCTH) Kox

OcHoBHas Ociib BUaa HpO(I)eCCHOHaHLHOﬁ ACATCIIBHOCTH

Obecnieuenne 6e30MacHOCTH UHGOPMAITNH B KOMIIBIOTEPHBIX CUCTEMAaX M CETSAX B YCIOBUAX
CYIIIECTBOBAHUS yIPO3 UX HHPOPMAITMOHHOW 0€30MTaCHOCTH

I'pynma 3ansaTuit:

PykoBoguTenu noapasaeneHui
1223. 110 HAyYHBIM HCCIeOBaHUsIM 11 2425.
pa3paboTkam

Cnenuanuctsl OpraHoB
rOCYIapCTBEHHOM BJIACTH

2519. Pa3paboTumky v aHaTUTUKU 2523. CriennanaucTsl 10 KOMITbIOTEPHBIM



3359.

1330.

2522.

3511.
(xox OK3Y)

MIPOTrPaMMHOTO 00ECTICUEHUS U
HpHHO)KCHHﬁ, HE BXOOAILIIME B

JpyTHUe rpymniibl
CpenHeTexHUUEeCKU IepcoHal

Ha TocyIapcTBEeHHOM ciyx0e, He  3513.

BXOZSAIIMM B IPyrye IPyIIIbI
PykoBoauTenu ciayx0 u
nojapaznencHuii B cepe

nH(}OpPMAITMOHHO- 2511.
KOMMYHHUKAITUOHHBIX

TEXHOJIOTUH

CucTteMHbIE aIMUHUCTPATOPBI 2529.

CroenuaancTel-TEXHUKH 110
skcrutyatauuu KT

(HamMeHOBaHUE) (xox OK3)

OTtHecenue K BUaaM SKOHOMHMYECKOM ACATCIIBHOCTU

62.01
62.02.1
62.02.2

62.09

72.19.2
(xox OKBII?)

CECTAM

CHCHI/IaJ'II/ICTBI'TeXHI/IKI/I 110
KOMIIBIOTCPHBIM CCTAM U CUCTCMaM

CucreMHBIe aHATUTUKH

Coenuanuctsl 1o 0a3am JaHHBIX U
CETSIM, HE BXOJISAIIUE B IPYTHE TPYIIIIBI

(HaMEeHOBaHUE)

Pa3paboTka KOMIIBIOTEPHOTO IPOrPAMMHOTO 00eCIIEUeHUS

ILGHTCHBHOCTB 110 IUIAHUPOBAHHIO, IIPOCKTUPOBAHNIO KOMIIBIOTCPHBIX CUCTCM

ILGHTCHBHOCTB 110 O6CJ'I€I[OBaHI/IIO H SKCIICPTHU3C KOMIIBIOTCPHBIX CHCTEM

,Z[ef[TCJH)HOCTI), CBSI3aHHAS C MCIOJIL30BAHUEM BEIYHUCIUTECILHON TEXHUKHA U

MH(GOPMAITMOHHBIX TEXHOJIOTUM, TIpoyast

Hayunsle uccnenoBanus u pa3padOTKU B 00JaCTU TEXHUYECKUX HAYK

(HauMeHOBaHME BUa YKOHOMHUYECKON 1eATeIbHOCTH)



Il. Onncanue TpynoBbIX PyHKIMI, BXOASAIIUX B IPO¢eCCHOHANBHBIN CTAHAAPT (PyHKIHMOHAJIBbHASA KAPTA BUAA
npodeccuoHaIbLHOM 1eATeJIbHOCTH)

O0001IeHHbIE TPYIOBBIC PYHKITMH

TpynoBble GyHKIIUN

KOJI

HaNMMCHOBAHUEC

YpOBEHBb
KBaTA(pUKAIAH

HaMMCHOBAaHHUEC

KOJI

YPOBEHB
(momypoBeHB)
KBaJIM(pUKAIIH

Pa3zpaboTka mporpammHo-
annapaTHHx Cpe,Z[CTB 3alIUThI
HH(}OpMAITIU KOMITBIOTEPHBIX
CHCTEM U CeTeH

8

CornpoBoxeHHE Pa3pabOTKU CPEACTB
3amUThl HH(HOPMAITUU KOMITBIOTEPHBIX
CHUCTEM U ceTell

D/04.8

8

Pa3paboTka u TeCTHpOBaHKE CPEIICTB
3aIUTHl UHHOPMAIIMH KOMITBIOTEPHBIX
CHUCTEM U CETEU

D/03.8

[IpoexTupoBaHue NporpaMMHO-
anmapaTHBIX CPEJICTB 3aMUTHI HH(POPMAITUN
KOMITBIOTEPHBIX CHCTEM U CeTel

D/02.8

Pazpabotka TpeboBaHMil K MPOrpaMMHO-
anmapaTHbIM CPEICTBAM 3aIUThI
nH(}OpMaIUU KOMIIBIOTEPHBIX CUCTEM U
ceren

D/01.8

OueHuBaHue ypoBHs
0e30IMacHOCTH
KOMIIBIOTEPHBIX CHCTEM U
ceTen

[IpoBenenue 3kcnepTUssl pu
pacciieloBaHUN KOMITBIOTEPHBIX
MIPECTYIUICHU, TPAaBOHAPYLIECHUN U
MHIUICHTOB

Cl06.7

HpOBeI[eHI/Ie HHCTPYMCHTAJIbHOTO
MOHHTOPHHTA 3alIMIICHHOCTH
KOMITIBFOTCPHBIX CUCTEM U ceTei

Cl05.7

[IpoBenenue cepTudUKaUU TPOrPAMMHO-
anmaparHbIX CPEJCTB 3alUTH MH(OpMALIUU
U aHAJIN3 Pe3yNbTaToB

Clo4.7

HpOBeIICHI/Ie aHann3a 0e30IMacHOCTH
KOMIIBIOTCPHBIX CUCTEM

C/03.7

Pazpabotka TpeboBaHMil 1Mo 3amuTe,
(hopMHpOBaHHUE TMTOIUTHK O€30ITACHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETeil

Cl02.7

[IpoBeneHnre KOHTPOJIBHBIX POBEPOK

C/01.7




paborocnocobHoCTH U YHPEKTUBHOCTH
MIPUMEHSIEMBIX POTPAMMHO-AIITAPATHBIX
CpEJICTB 3alluThl HHHOPMAITUU

AMUHUCTPUPOBAHUE AJIMUHUCTPUPOBAHUE CPEJICTB 3AIIUTHI B/03.6
CPEIICTB 3alIHUTHI MH(OPMALNH MTPUKIIATHOTO U CHCTEMHOTO
uHpOpPMaIUH B MIPOrPaMMHOT0 00ecCTieYeHHS
KOMITBIOTEPHBIX CHUCTEMaX U AJMUHUCTPUPOBAHUE POTPAMMHO- B/02.6
CeTsIX anmaparHbIX CPEJCTB 3alIUTH HH(OpMALUU

B KOMITBIOTEPHBIX CETIX

AJMHUHUCTPUPOBAHHUE MOACUCTEM 3aITUTHI B/01.6

MH(OPMALIMU B OTIEPALMOHHBIX CHCTEMaX
OO6cnyXxuBaHUE CPEICTB OO0cyXxuBaHUE CPEJICTB 3AIIUTHI A/03.5
3alIUTHl HH)OPMAIHH B MH(OPMALINHU ITPUKIIATHOTO U CUCTEMHOTO
KOMIIBIOTEPHBIX CUCTEMaX U IPOrPaMMHOTO 00eCTIeYeHHS
ceTsax OO6cmykuBaHuE MPOTrpaMMHO-aIapaTHBIX A/02.5

CpE/CTB 3alIUThI HHPOPMAIUH B

KOMITBIOTEPHBIX CETSX

OO6cmykuBaHuE MPOTrpaMMHO-aIapaTHBIX A/01.5

CpCACTB 3alllUThI I/IH(l)OpMaI_II/II/I B
OICPAIMOHHBIX CUCTEMAX




I11. XapakTepuctuka 0000111eHHBIX TPYI10BBIX PyHKIMA
3.1. O000menHas TpyaoBasi pyHKIUS

HaumenoBanue

[poucxoxaeHue 0000MCHHOM
TPYHAOBOH (pyHKIIUH

Pa3zpaboTrka mporpaMMHO-armapaTHbIX
CPEICTB 3alUThl HH(pOpMAITIH Kon D YpOBCHE 8
pel m pMall . KBaTH(pHUKAUT
KOMITBIOTEPHBIX CUCTEM U CETEU
3auMCTBOBAHO U3
OpuruHan
OpHIHHAJA
Kox PeructpaiioHHbIH
OpHIHUHAJA HOMEpP
npodeccHoHaIbHOTO
cTaHaapra

Bo3moxHbIe
HaMMEHOBaHHUS
JOJDKHOCTEH, podeccuii

[maBHBIN CIENUANKCT 110 3aIUTe HHPOPMALTUT

PykoBonuTens oTena cucteM 3aluThl HHPOpMaLUU

3aMecTHTEe b PYKOBOIUTEIS IeNapTaMeHTa (OT/IeNa) UCCIICeI0BAaHUHN U
pa3paboTok

PykoBoguTens nemapramenta (0Taesna) ucciaeqoBaHui U pa3paboToK

TpebGoBanus k
00pa30BaHMIO U
00y4eHHIO

Beiciiee 00pa3oBaHue - CICMUATUTET MM MATUCTPATypa B 001acTu
MH(GOPMALIMOHHON OE€30MTaCHOCTH

u

JlononHuuTenbHOE TpodeCcCHOHANBEHOE 00pa30BaHUE - MPOTPAMMEBI
TTOBBIIICHUS KBIM(DHUKAIMK B 0071aCTH MH(GOPMAIIMOHHON 0€30MacHOCTH

nimn

Bricuiee oOpa3oBanue - aciupanTypa (aIbIOHKTYpa)

TpeOoBaHuUs K OMBITY
MPaKTHYECKON paboThI

He menee natu siet paboThl 10 NPUMEHEHUIO U aHAIN3Y 3 HEKTUBHOCTH
CpCACTB 3alllUThI I/IH(i)OpMaIII/II/I KOMITBIOTCPHBIX CUCTEM, B TOM YHUCJIC HA
PYKOBOJISIIMX JTOJDKHOCTSX HE MEHEe TpeX JeT (JIIs1 UMEIOIIMX BhICIIee
o0pa3oBaHKeE - CIEIUATUTET UM MarkucTparypa B odnactu
MH(pOPMALIMOHHOM 6€30MTaCHOCTH)

nimn

He menee Tpex et paboThl IO MPUMEHEHUIO U aHATH3Y dPPEKTUBHOCTH
CpCACTB 3alllUThI I/IH(i)OpMaHI/II/I KOMITBIOTCPHBIX CUCTEM, B TOM YHCJIC HA
PYKOBOZSIIUX JTOJDKHOCTSX HE MEHEe ABYX JIET (ISl UMEIOIIUX BBICIIEE

oOpasoBaHue - aciupaHTypa (aIbIOHKTYpa))

Oco0bble ycrnoBHs
JoTycKa K paboTe

Hanuune nomycka K rocyapCcTBEHHOH TaitHe (IIpy HEOOXOJMMOCTH)

Jlpyrue XxapakTepuCTUKU

HOHOHHHTCJ’IBHHC XapaKTCPpHUCTUKU

HanmenoBanue 6a30BOM TPYIIIBI, JOKHOCTH
HaumeHnoBaHue 1oKymMeHTa Kon
(mpodeccun) nnu cnenruanbHOCTH
OK3 1223 PykoBonuTenu nozxpasaeneHuil o HaydHbIM




HCCIIEIOBAHMAM U pa3paboTKaM

1330 PykoBoguTenu ciry:x0 u mompaszenennii B cepe
MH(OPMALIMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHI

2519 PazpaboTunky 1 aHATUTHKHA TPOTPaAMMHOTO
o0ecriedeHus U IPUIIOKCHHIA, HE BXOJSIINE B PYTHE

TPYIIIbI

EKC?

- I'maBHEIN crIIeIMaINCT IO TEXHUYSCKOHU 3aIluTe
nHpopMaIuu

- HauanpHuK otaena (Jlaboparopuu, CEKTOpa) Mo
TEXHUYECKOU 3aIuTe HHQOpMaIuu

- Coenuanuct no odecneueHuro 0€30MacHOCTH
uH(GOPMAIIUU B KIIFOYEBBIX CHCTEMaX HH()OPMAI[HOHHOM

UHPPACTPYKTYPHI

OKCO*

090101 Kpunrorpadus

090102 KomnbroTepHas 6e30macHOCTh

090103 Opranu3anys ¥ TEXHOJIOTHS 3alUThl HH(popMau

090104 KomrmutekcHas 3amuTa 00beKTOB HH()OpMATH3AIUH

090105 KommuiekcHoe obecrnieduenrne HHPOPMAITHOHHON
0e3011aCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM

090106 Nudopmarnmonnast 6€30MacHOCTh
TEJICKOMMYHUKAIIMOHHBIX CHCTEM

OKCBHK®

090106 Nudopmarmonnast 6€30macHOCTh
TEJICKOMMYHUKAIIMOHHBIX CHCTEM

3.1.1. TpynoBasi pyHKUHSA

ConpoBokaeHne pa3paboTKu CPEACTB YposeHb
Haumenosanue 3aIUTH THHOPMAITUH KOMITBIOTEPHBIX Kon | D/04.8 | (momyposenn) 8
CHCTEM U ceTeil KBATH(UKALIHH

IIpoucxoxnenue
TPYHAOBOH pyHKIUH

Opuru=aan

3auMCTBOBAHO M3
OpurMHaa

Kon opurunana Peructpanuonsslit
HOMED
podeccHoHaIbHOTO
CTaHjapra

Tpynossle nencTBUs

Pa3zpaOoTka TeXHMUYECKUX 3aJaHMM, IJIAHOB M rpaduKOB MpOBEIEHUs padoT
0 3aluTe WH(OPMAIMU B COOTBETCTBUU C JACHCTBYIOIIMM HOPMAaTUBHBIMU U
METOANYECKUMH JOKYMEHTaMHU

Pa3paboTka pexkoMeHmanuii W TPEIJIOKEHUN 110 COBEPIICHCTBOBAHHWIO U
MOBBIIIIEHUIO 3()(HEKTUBHOCTH 3AILUTHI HHPOPMAIIH

CocraBienue 1 opopMIIEHUE Pa3/IelOB HAYYHO-TEXHUYECKUX OTUETOB

Ornpenenenne NOTPEOHOCTH B CPEACTBAX 3aIIUTHI HH(OPMAITUHU, COCTABICHUE
3as1BOK Ha UX MPUOOPETEHHE ¢ HEOOXOMMMBIMA 0OOCHOBAHUSIMHU 1 PacueTaMu

[ToaroToBKka MpENIOKEHUI TO 3aKIIOYEHUIO COMIAIICHUH W JOTOBOPOB C
JPYTUMH YUYPEXKACHUAMH, OPTaHU3ALUSAMH, NPEAOCTABISIOIIMMUA YCIYTd B
o0acTu 3auuUThl THPOPMALUH

BrinonHeHue arTecTanuy MporpaMM U alrOPUTMOB Ha IPEMET COOTBETCTBHS
TpeOOBaHUSAM 3alIUTHl HHPOPMALHH

Brinonuenue KOHTPOJIbHBIX IIPOBEPOK paboToCnOCOOHOCTH u




3(h(HEKTUBHOCTH CUCTEM U CPEJICTB 3aIIUTHI HH)OPMAITHHI

AHaJIU3 CyIIECTBYIOIIMX METOJIOB U CPEACTB, MPUMEHSIEMBIX JJI1 KOHTPOJIS U
3aIUTHl HTHOPMALTHH

Pa3paGoTka mpensiokeHUid 1O COBEPIICHCTBOBAHWUIO U IOBBIIICHUIO
3¢} dEeKTUBHOCTH METOJOB M CPENCTB, IPUMEHIEMBIX I KOHTPOJIS U 3aIIUTHI
uHpOpMaITUT

[TogroroBka MPOEKTOB HOPMATHBHBIX M METOAMYECKUX MAaTepHasioB,
perIaMEHTUPYIOMIMX PadOoTYy 1Mo 3anuTe nHHOpMaIuu

Pa3paboTka oOpraHM3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO 3allUTe
uHpOpMaITUN

KoHTposne Hajg paboTol 1O OIEHKE TEXHUKO-DKOHOMHYECKOTO YPOBHSI
pa3pabaTbriBaeMbIX MeED IO 3aIUTE HHPOPMAIHH

Mertoauueckoe pyKOBOACTBO pabOTOM IO OLIEHKE TEXHHKO-3KOHOMHYECKOTO
YpOBHS pa3pabaTbIBa€MBbIX MEP MO 3aIuTe HHOOPMAIHH

KoHTpois Haa cOOMI0ICHNEM YCTAHOBICHHOTO TIOPSIIKA BHIMOJHEHUS padoT, a
TaKkke JIeHCTBYIOLIEro 3akoHonarenbcTBa Poccuiickoit denepanuu npu
PEIICHUN BOIIPOCOB, KACAIOIINUXCS 3AIUTHI HH)OPMAITUU

OpFaHI/ISaHI/IH MMPOBCACHUS CIICIHHAJIbHBIX I/ICCJ'ICI[OBaHI/Iﬁ N KOHTPOJIbHBIX
IMPOBCPOK IO BLIABICHUIO BO3MOXXHBIX KaHAJIOB YTCUKHU I/IH(l)OpMaIII/II/I

HeoOxonumbie ymeHus

MeTonb! 1 cpenicTBa NoaydeHust, 00paboTKU U nepeaayn nHpopmanuu

MeTo/pI BRISIBIICHHS KaHAJIOB YTEUKH HH(OpMauu

[Topsimox opranuzanuu padoT 1o 3ammre nHhopMaIuu

MeTtonpl NIaHUPOBAaHUS M OpPraHU3alUU IPOBEJIEHUS padOT IO 3alluTe
nH(pOpMaIUU 1 00€CTIEYCHUIO TOCYJapCTBEHHOM TaliHbI

Mertonbl TpoBeAEHUS CIIEIUAIbHBIX HCCIEIOBAaHHH M IPOBEPOK, PaboT 1O
3anmTe HHPOPMaIIH

MCTOI[LI H CpCACTBa 3allUTHI I/IH(i)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTIX,
OMNCpalOHHBIX CUCTEMAX U CUCTEMAaX YIIPaBJICHUA 0azaMu JaHHBIX

MeTtozasl aHaau3a 0€30IMaCHOCTH KOMITBIOTCPHBIX CUCTEM

[TpyHIMIIBI TPOEKTUPOBAHUS AHTUBUPYCHOTO MPOTPaMMHOI0 00ecrieueHust

Buapl atak 1 MeXaHU3MBI UX pcain3an B KOMIIBIOTCPHBIX CUCTEMAX

[IpyHIMIIBI TOCTPOEHMSI CHCTEM 3alllUThl HMH(OPMAIUU KOMITBIOTEPHBIX
CUCTEM

cDOpMEL]'H:HI:Ie MOJCIIN YIIPABJIICHUSA JOCTYIIOM

Kpuntorpajpuueckue anroputMbl U OCOOEHHOCTH HUX IPOrpaMMHOM
peann3anuu

HopmaruBHbIe paBOBbIE aKThI B 00JIACTH 3aIIUTHI HH(pOpMauu

PykoBozsime 1 METoIM4YeCcKre JOKYMEHThI YITOJTHOMOYEHHBIX (e/lepaabHbIX
OpraHOB UCIOJHUTENIbHOM BJIACTH 110 3aIUTE HH(OpMAIII

OpFaHI/IBaHI/IOHHHC MCPBI 11O 3alIUTEC HH(bOpMaHHH

HanmoHnaneHble, MEXTOCYJapCTBEHHBIE W MEXIyHAapOIHBIC CTAaHIAPTHI B
00J1acTH 3alThl HHQOpMaLIUU

Heo0OxonuMmele 3HaHUS

®opMupoBaTe MOAEIM YILpPO3 U MOJENM HapymHTeds Oe30MacHOCTH
KOMITBIOTEPHBIX CUCTEM

PaBpa6aTBIBaTB YaCTHBIC MOJUTHUKU OE30IMaCHOCTHU KOMIIBIOTCPHBIX CUCTEM, B
TOM 4YHCJIC TIOJIMTUKW YHOpaBJICHUA OOCTYIIOM U I/IH(I)OpMaHI/IOHHI)IMI/I
IIOTOKaMH

HpI/IMeHSITB HAallMOHAJIBHBIC, MCKTOCYAJApPCTBCHHBIC W MCKIAYHAPOIHBIC
CTaHIapThI B obacTu 3allIUThI I/IH(bopMaI_II/II/I

[IpuMeHATh NEHCTBYIONIYIO 3aKOHOAATEIbHYIO0 0a3y B oOmactu obecreueHus
3alUThl HHGOPMAITIT




Uurate M NOHUMAaTh HOPMATUBHBIE M METOAUYECKHE JTOKYMEHTHI II0
UH(POPMAITMOHHOM O€30MaCHOCTH HA AHITIMICKOM SI3bIKE

Jlpyrue xapakTepucTUKu

3.1.2. TpynoBasi pyHKUHUSA

Pa3paboTka U TeCTHPOBAHUE CPEIICTB YposeHsb
HaumeHnoBaHue 3amUThI UHHOPMAITUU KOMITBIOTEPHBIX Kox | D/03.8 | (momyposens) 8
CHCTEM U ceTei KBaTH( UKL

[Ipoucxoxnenue
TPyIoBO# QyHKIIMK

Opurnaan

3arMMCTBOBAaHO U3
OpUTMHaJa

Kon opurunana PerucrpanuoHHsIi
HOMEp
npo¢eCCHOHATBLHOTO
CTaHJapTa

Tpynossle neicTBus

Pa3zpaboTka cpencTs 3amuThl UHPOPMAIIMA B COOTBETCTBUM C TEXHUUYECKUM
3a7laHUEM

HccnenoBanrue mporpaMMHO-aNapaTHeIX CPEICTB 3aIIUThl MHPOPMAIH B
KOMIIBIOTEPHBIX CUCTEMAX

Pa3paboTka mporpamMMHO-anmapaTHBIX CPEACTB 3alUThl WH(GOPMAIUH B
KOMITBIOTEPHBIX CUCTEMAX

OTnazka co3qaBaeMbIX CPEACTB 3alIUTHI HHPOPMALIUU

[IpoBenenue arrecTanuu NpOrpaMM U aIrOPUTMOB Ha MPEIMET COOTBETCTBHUS
TpeOOBaHMUSM 3AIUTHI HHPOPMAITIH

Pa3zpaboTka MaremarnuecKkux Mojiesiei 0€301acHOCTH KOMITBIOTEPHBIX CUCTEM

Beinonxenue KOHTPOJIbHBIX IIPOBEPOK paboTocnocoOHOCTH U
3¢ (GEKTUBHOCTU CUCTEM U CPEACTB 3aIIUTHI UH(pOpMaLUU

Heob6xonumble ymeHUs

Metonsl U cpeicTBa MojydeHHs, oOpabOTKM W mepedayd HH(pOpMaluu B
ONEpPAlMOHHBIX CHCTEMax, CHCTeMax YyIpaBieHus O0azaMy JaHHBIX H
KOMITBIOTEPHBIX CETAX

MCTOJII)I H CpCACTBA 3alIMTHI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX,
ONCPAMOHHBIX CUCTCMAX U CUCTCMAX YIIPABJICHUA 0azaMu JaHHBIX

MeTtonp! aHanm3a 6€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM

[TpuHIMIBI TPOEKTUPOBAHMSI AHTUBUPYCHOT'O MPOTPaMMHOI0 0OecTieueHust

BI/II[I)I araK U MCXaHU3MbI UX pCaIn3allu B KOMIIBIOTCPHBIX CUCTEMAX

[IpyHIMIBI TOCTPOEHMSI CHCTEM 3alllUThl HH(OPMAIUU KOMIIBIOTEPHBIX
CUCTEM

MeTtononorun U TEXHOJOTMHM pa3pabOTKH MPOrpaMMHOTO M alapaTrHoro
obecneueHus

Kpuntorpadpuueckue anroputMbl © OCOOEHHOCTH HUX IPOrpaMMHOM
peanu3anuu

HopmaruBHbIe MpaBoOBbI€ aKThI B 00JIACTH 3aIIUTHI HH()OpMauu

PykoBozsime 1 METOIMYECKHE JOKYMEHThI YITOJTHOMOYEHHBIX (eepaabHbIX
OpraHOB MCIOJHUTENIbHOM BIACTH 110 3alIUTe HH(GOPMAITII

OpFaHI/I3aL[I/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_[I/II/I

HanmoHnaneHble, MEXTOCYJapCTBEHHBIE W MEXIyHApOIHBIE CTaHIAPTHI B
00J1acTH 3alUThl HHQOpMALIUU

HeO6XO,Z[I/IMLIC 3HaHUA

Hcnonp3oBarh IMPUCMBI 3alITUTHOIO ITPOTrpaMMHUPOBAHUS




Hcmonp30BaTh IMPUEMBI 3allIUTHI OT TUIIOBBIX aTaK KOMIIBIOTECPHBIX CUCTEM

HpI/IMCHHTL MCTOABI U ITPUCMBI OTJIAAKU

HpI/IMeHﬂTB MCTOABI U CPEACTBA TECTUPOBAHUA

Jlpyrue xapakTepuCTUKH

3.1.3. TpynoBasi pyHKUHUSA

[IpoekTupoBaHue MporpaMmMHO-
YpoBeHb
arrraparHbiX CPEACTB 3allIUThI
Haumenosanwue P pel i Kox | D/02.8 (TOypOBEHB) 8
I/IH(l)OpMaI_[I/II/I KOMITBIOTCPHBIX CUCTEM U KBaJ‘[I/I(l)I/IKaHI/II/I
ceren
[Ipoucxoxnenne 3anMCTBOBaHO U3
. Opurunan
TpynoBo#l QpyHKIMN OpHUTHHAJIA
Kon opurunana Peructpanumonssiit
HOMED
npodeccroHaabHOTO
CTaHIapTa

Tpynossle nencTBus

Pa3paboTka TEeXHMYECKUX 3aJaHUM, JCKU3HBIX, TEXHUYECKHUX U padboumx
MIPOCKTOB paboT 110 3amuTe HHHOpMaIIu

Pa3paboTka 1raHoB U rpaKoB MPOBEASHUS padOT 10 3anuTe HHGOpMaIuu

AHanm3 CymecTBYIOIINX METOIOB U CPEACTB, NPUMEHSAEMBIX Ul KOHTPOJIS U
3aIuUTh HH)OpMaIu

Pa3pabotka npeiokeHus o COBEPIIEHCTBOBAHUIO CYILECTBYIOLIMX METOI0B
U CpEACTB, NPUMEHSEMBIX I KOHTPOJS M 3allUThl MHPOpPMALUU U
MOBBIIIECHUIO Y3PPEKTUBHOCTU ITON 3aLTUTHI

Pa3pa60TKa IMPOCKTOB TMPOrpaMMHBIX U alllapaTHbIX CpPCACTB 3alllUThHI
I/IHq)OpMaIII/II/I B COOTBCTCTBHUU C TCXHUYCCKHUM 3aJJaHHECM

OreHKa TEXHUKO-PKOHOMHUYECKOTO YPOBHA U 3G (EKTUBHOCTH MpeiaraeMbIX
Y pean3yeMbIX TEXHUUECKUX PEIICHUI

ITpoBenenue arrectaliuu MporpaMM U aJIFOPUTMOB Ha MPEAMET COOTBETCTBHUS
TpeOOBaHUAM 3alIUTHl HHPOPMALHH

Heob6xonumble ymeHUs

Metoasl U cpeicTBa MOJIy4deHUs, oOpabOTKM W mepeAaud HH(pOpMaLUU B
ONEpPAlMOHHBIX CHCTEMax, CHCTeMax yIpaBleHus OazaMu JaHHBIX H
KOMITBIOTEPHBIX CETAX

BI/II[I)I araK U MCXaHU3MbI UX pCaIn3allu B KOMIIBIOTCPHBIX CUCTEMAX

MeTOI[LI H CpCACTBA 3alIUTHI I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTHAX,
OMNCpalOHHBIX CUCTEMAX U CUCTEMAaX YIIPaBJICHUA 0azaMu JaHHBIX

HpI/IHHI/Il'Ibl IMOCTPOCHUA CHUCTEM 3allUTEI I/IH(l)OpMaHI/II/I KOMITBIOTCPHBIX
CUCTCM, B TOM YHCJIC aHTUBUPYCHOT'O ITPOTrpaMMHOT'O obecrieueHUs

MeTtons! ananm3a 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM

TeopeTnko-uynciIoBblE METOJAbl U AJITOPUTMBI, IPUMEHSEMBIE B CPENCTBAX
3alUThl HHGOpPMAITIT

(DOpMaJIBHBIe MOJCIIN YIIPpaBJIICHUA JOCTYIIOM

HpI/IHHI/IHI)I %1 METOAbI HpOCKTHpOBaHI/Ifl HpOFp aAMMHO -ar[r[ap aTHOT O
obecneueHus

MeTomo0run U TEXHOJIOTUH pa3pabOTKH IPOrpaMMHOT0 00ecIedeH s

[TpuHIMITBI ¥ METONBI YIIPABICHUS MPOEKTaMH B 00JIaCTH WHGOPMAITOHHOM
0e30IacHOCTH




Kpuntorpadpuueckue anroputMbl © OCOOEHHOCTH HUX IPOrpaMMHOM
peanzanuu

HOpMaTI/IBHBIC IIPaBOBBIC aKThEI B obactu 3allIUThI I/IH(l)OpMaI_[I/II/I

PYKOBOI[SIH_[I/IG U MCTOANYCCKUEC NOKYMCHTHI YIIOJTHOMOYCHHBIX q)eﬂepaHBHBIX
OpraHoB HCITOJIHUTEILHOM BIIACTH 110 3aluTe I/IH(bOpMaI_[I/II/I

OpraHu3anroHHbIE MEPHI 110 3aIuTe HHPOPMALUU

HamyonasapHble, MEXKIOCYIapCTBEHHBIC M MEXIyHApOIHbIC CTAaHAAPTHl B
o0acTy 3auThl HHOOPMALIUU

HeoOxonumele 3HaHus

[TpoBoauTh MCCIENOBAHUS C IIETIbI0 HAXOXKICHUS HanOosee 1enecoo0pa3HbIX
NPAKTUYECKUX PEIICHUH 10 00eCeUeHHIO 3aUThl HH()OpMauu

HpI/IMCHSITB OTCYCCTBCHHBIC CTAHAAPTHI B obactu 3alllUThI I/IHq)OpMaI_[I/II/I JUIS
IIPOCKTUPOBAHUA CPCACTB 3alIUTHI I/IH(bOpMaHI/II/I KOMHBI-OTCpHOﬁ CHCTEMBbI

Pa3pabarbiBaTh apXUTEKTypy W UHTEPQEHCH CPEACTB 3alUThl HH(pOpMAIHH,
IIPOLICAYPHI BOCCTAHOBIICHUST paOOTOCIIOCOOHOCTH CPEJCTB U CHCTEM 3aIlUThI
rociie cooeB

HO,I[6I/IpaTB n 0606H_[aTB HAYYHO-TCXHHUYCCKYIO JIMTCPATYypy, METOAUYCCKUC
MaTtepualibl 110 NPOIrpaMMHBIM U allllapaTHBIM CPEACTBaAM U croco6am 3alIUThI
I/IHq)OpMaI_[I/II/I, B TOM YHCJI€ Ha aHIJIMHCKOM S3BIKE

Jpyrue xapakTepuCTUKH

3.1.4. TpynoBasi pyHKUHSA

Pa3paboTka TpeboBaHMil K TPOrpaMMHO-
YpoBeHb
arrraparabiM CpeacTBaM 3allIUThI
HaumeHnoBaHue P pel it Kox | D/01.8 | (momyposens) 8
HHQ)OpMaHI/II/I KOMIIBIOTCPHBIX CUCTEM U KBaJII/I(bI/IKaLII/II/I
ceren
[Ipoucxoxnenue 3auMCTBOBaHO M3
N OpurunHan
TpynoBo# QpyHKIMN OpHUTHHAJIA
Kon opurunana Peructpanuonsslit
HOMEp
npodeccroHaibHOro
CTaHJapTa

TpynoBsle nencTBUs

Ornpezenenne yrpo3 6€30MacHOCTH U UX BO3MOXKHBIX HCTOUHUKOB

OnpezeneHue KaHaJIOB YTEUKH MH(OpMauu

Pa3zpaboTka MaremMaTH4ecKuX MOJETEH, peau3yeMbIX B CPEICTBAX 3aIIHUTHI
uHpOpMaLIUN

OneHka 3QpPEeKTUBHOCTH PeaIN3yeMbIX TEXHUUECKUX PEIICHUN

OneHka TEXHHUKO-D)KOHOMUYECKOTO YpPOBHS pEaTU3YEMBbIX TEXHUYECKHUX
peLIeHUt

Br160p cpencTB 1 METOAOB 3alUThl HH(GOpMAITUU

Heob6xonumble ymeHUs

HOpﬂI{OK OopraHu3anun pa60T 110 3aIuTe I/IH(I)OpMaI_II/II/I

Metonbl U cpencTBa moiydyeHUs, oOpaOOTKM W mepenadyd HH(opManuu B
ONEpALlMOHHBIX CUCTEMaX, CHUCTeMax yIpaBleHHs 0a3aMu JaHHBIX U
KOMITBIOTEPHBIX CETAX

MeTtozapl aHaIu3a 0€30I1aCHOCTH KOMITIBIOTCPHBIX CUCTCM

BI/I)II)I araKk U MCXaHU3MbI UX pCaIn3allu B KOMIIBIOTCPHBIX CUCTEMAX

MeToas! BBISBICHHS KaHAIOB YTCUKU I/IH(bOpMaI_II/II/I

Metonsl u CpeACTBa 3alIUTBI I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTAX,




OINECpalMOHHBIX CUCTEMAaX U CUCTEMAaX YIIPaBJICHUA 0azaMu JaHHBIX

[TpUHIMIBI TIOCTPOEHUS CPEACTB 3allUThl WH(POPMALMU KOMIBIOTEPHBIX
CUCTEM

DopMasbHbIE MOJENN YIIPABICHUS JOCTYIIOM

Kpuntorpadpuueckue anroputMbl © OCOOEHHOCTH UX HIPOrpaMMHOM
peasnzanuu

HOpMaTI/IBHBIC IIPaBOBBIC aKThHI B obactu 3allIUThI I/IH(l)OpMaI_[I/II/I

PYKOBOI[SIH_[I/IG U MCTOANYCCKUEC NOKYMCHTHI YIIOJTHOMOYCHHBIX q)eﬂepaHBHBIX
OpraHoB HCITOJIHUTENLHOM BIIACTH 110 3aluTe I/IH(bOpMaI_[I/II/I

OpranuzanroHHbIe MEPHI M0 3alIUTe HH(pOopMauu

HarmonaneHbie, MEXKTOCYIapCTBEHHBIE M MEKIyHApPOIHBIC CTAaHAAPTHI B
007acT 3auThl HHPOPMAITUN

HeoOxonumele 3HaHUA

O06001aTh HayYHO-TEXHUUECKYIO JTUTEPATypy, HOPMAaTUBHbIE U METOIUYECKHE
Marepuaibl B 00JacTy 3alIUThl HHGOPMALUU

@opmupoBaTh MOAEIU YIrpo3 U MOJCIM HapyHmuTels Oe30MacHOCTU
KOMIIBIOTEPHBIX CUCTEM

BrusiBiisaTe Hambosiee 1enecooOpazHble TMOAXONbI K OOECIEYCHUIO 3aIIUTHI
MH(}OPMAITIU KOMIIBIOTEPHOM CHCTEMBI

Pa3pa6aTI>IBaTI> YaCTHEIC MOJUTUKU 0€30IIaCHOCTHU KOMIIBIOTCPHBIX CUCTEM, B
TOM YHCJIIC IIOJIMTUKKU YHPABJICHUA OOCTYIIOM U I/IHq)OpMaLII/IOHHLIMI/I
IIOTOKaMH

HpI/IMeHSITL HAallMOHAJIBHBIC, MCKTOCYHIAapCTBCHHBIC U MCKIYHAPOIHLIC
CTaHdapTbl B obmactu 3alllUTHI I/IH(i)OpMaIII/II/I JJI1 OLICHKH 3allUIICHHOCTHU
KOMHLIOTCpHOfI CHUCTEMBI

[IpuMeHsATh AEHCTBYIONIYIO 3aKOHOIATENbHYI0 0a3y B o0iacTu obecnedeHus
KOMITbIOTEPHON O€3011acCHOCTH

Yurare M INOHUMMAaTh HOPMATUBHBIE M METOAMYECKHE JIOKYMEHTBHI I10
MH(}OPMAIIMOHHON 0€30I1aCHOCTH Ha aHIJIMHCKOM SI3bIKE

OcyiecTBisATh NPUHATHE pEHIEHUH O HeoOXOAMMOCTH HCIOIb30BaHUS
IIPOrpaMMHO-AINAPATHBIX CPEACTB 3aIIUTh HHPOPMaLUn

Jlpyrue XxapakTepuCTUKU

3.2. O0001menHas TpyaoBasi pyHKIUS

OneHuBaHue ypoBHsl 6€301MaCHOCTH YpoBeHb
HanmeHoBaHue H yp N Kon C P 7
KOMITBIOTCPHBIX CUCTEM U CETCU KBaJIM(pUKALHH
[Ipoucxoxaenne 0600MCHHOM 3anMCTBOBaHO U3
. Opurunan
TPyIOBOH QDYHKIHH OpHIHHAa
Kon Perucrpanuonnstit
OpHIHHaa HOMeEp
npodeccHoHaIBHOTO
cTaHIapra

Bo3MoxHbIE
HAaMMEHOBAHUS
JOJDKHOCTEH, podeccuii

CHCI_II/IaJ'II/ICT 110 3aIuTe HH(bOpMaLII/II/I B KOMIIBFOTCPHBIX CUCTCMAX U CCTAX

DKCHEPT MO aHAIU3Y 3aIMUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH




Benymuii (crapimit) cieruanucT 1mo 3amure nHGopMammm

PykoBoauTens rpymnbl (CHEUaTIU3UPOBAHHON B MPOUUX OTPACIIX)

PykoBonutens rpynms! (GyHKIHOHATHHON B IPOYMX OOJIACTSIX

JESATEITHLHOCTH)
TpeboBanus k Bricmiee 00pa3oBaHue - CIICHUAIMTET WM MarucTparypa B 00JacTu
00pa30BaHUIO U nH(OPMAITMOHHOK 0€301IaCHOCTH

00y4JeHUIO

TpeOoBaHuUs K OIBITY
HPaKTUYECKOW PabOThI

Oco0sie ycroBus Hanaue pomycka K rocyiapcTBeHHOU TaifHe (Tipu He0OXOIMMOCTH)
JOTycKa K paboTe

JIpyruie XapakTepucTuKu | PeKOMEHIyeTCs JOMOMHUTEIbHOE MPodeccHoHanbHOe 00pa3oBaHue -
[IPOrpaMMBbI MMOBBIIIEHUS KBaTH(PHUKALUN B 007aCTH HH()OPMAILIMOHHON
0€e30I1aCHOCTHA

HOHOJ’IHHTCJ’IBHHG XapaKTCPUCTUKHU

HanmenoBanue 0a30BOM TpyMIIbL, JOTKHOCTH
HaunmenoBanue nokymeHnrta Kon
(mpodeccun) WM crenuagIbHOCTH
OK3 2425 CriennanaicTbl OpraHoB rOCYJapCTBEHHOM BIIaCTH
2511 CuctemMHbIC aHATTUTUKHI
2523 CrienuanucThl M0 KOMITBIOTEPHBIM CETSIM
2529 CrieuajanucThl 10 0a3aM JaHHBIX U CETSIM, HEe BXOIAIINE
B JIPYTHE TPYIIITHI
EKC - NuxxeHep-nporpaMMHCT MO TEXHUYECKON 3aIlIUTe
nHpopManuu
- AJIMUHHUCTpATOP MO 00ECIIeUeHUI0 O€30MaCHOCTH
nHpopManuu
- CrienamnucT Mo TEXHHYECKOH 3amuTe HHPOopMaIuu
OKIITP® 26579 Crenanuct mo 3auure HHGOpMaIuu
26579 CrienuanucT o 3amure HHPOopMaIuu
OKCO 090101 Kpunrorpadus
090102 KoMmnbroTepHast 6€301macHOCTh
090103 Opranu3zaiivs U TEXHOJOTHUS 3alIUTH HHPOpPMALIUU
090104 KommnekcHas 3ammura 00beKTOB HH(DOpPMATH3AUU
090105 KommuiekcHoe obecrnieduenrne MHPOPMAITHOHHOK
0€30MacCHOCTH aBTOMaTH3UPOBAHHBIX CUCTEM
090106 NudopmarmonHast 6€301MacHOCTh
TEJIEKOMMYHUKAITMOHHBIX CUCTEM
090107 [TpoTuBOIEHCTBIE TEXHUYESCKUM pa3BeIKaM

3.2.1. TpynoBasi pyHKUHUSA

[IpoBenenue 3kcnepTU3sl pu

YpoBenb
aCCJICA0OBaHUHU KOMIIBIOTCPHBIX
Hanmenosanwe P A N P . Kox | C/06.7 (TOypOBEHB) 7
NPECTYIUICHUH, TPaBOHAPYIICHUH U KBaTHpUKAL

MHIOMUACHTOB




IIpoucxoxnenue
TpyHoBoi#l pyHKIMN

3aMMCTBOBAaHO U3

Opwurnsan
OpHUrHHAJa

Kon opurunana Peructpanmonsslit
HOMEp
PO eCCHOHATBEHOTO
CTaHAapTa

TpynoBbie nericTBUs

OnpeneneHI/Ie CBOICTB afnmaparHblX CpeACTB B COCTaBEC KOMHBIOTGpHOfI
CHUCTCMBI U UX (baKTI/I‘-IGCKOI‘O 1 NCPBOHAYAJIBHOI'O COCTOSIHUA

KJ'IaCCI/I(bI/IKaL[I/ISI CBOICTB afmaparHblX CpE€ACTB B COCTaBC KOMHLIOTepHOﬁ
CHUCTCMBI

JnarHocTuka NpPUYMH, YCJIOBUHM H3MEHEHHUS CBOMCTB (9KCIUTYaTallMOHHBIX
PEKUMOB) aNMapaTHBIX CPEICTB B COCTABE KOMITBIOTEPHOU CHCTEMBI

OnpeneneHne XapakTEpUCTUK ONEPALMOHHOW CHCTEMBI M HCIIOJIB3YEMBIX
TEXHOJIOTHUH CUCTEMHOIO ITPOrpaMMUPOBAHUS

AHanu3 QyHKIMOHAIBHBIX CBOMCTB MPOrpaMMHOT0 00ecIeueHus

UccnenoBanne  anroputmMa  NpOrpaMMHOTO  MNPOAYKTa W THUIIOB
MOJACPKUBACMBIX allllapaTHBIX MIaThOpM

Onpenenenue MpUYMH, IeJIed U YCIOBUIT M3MEHEHHS CBOWMCTB (COCTOSTHHSA)
MIPOrPAMMHOTO 00ECIICUCHUS

WNupuBunyansHoe OTOXKJIECTBIICHUE OpUruHasua IIpOrpaMMbl
(MHCTAJUISIIMOHHOW  BEpCHMHM) W €€ KONMM Ha HOCHUTENSAX JAaHHBIX
KOMITBIOTEPHON CUCTEMBI

YcTanoBieHHE TPYNIOBOM MTPUHAAICKHOCTH ITPOTPAMMHOTO 00ECIICUCHHS

BLIpa6OTKa Hpe,Z[J'IO)KeHI/Iﬁ 110 YCTPAHCHUIO BBIABJIICHHBIX YHSBI/IMOCTeﬁ

BoIABIIeHHE WHIMBHUAYQJIBHBIX IPHU3HAKOB IPOIPAMMBI, I103BOJIIOIIMX
BIIOCJICICTBUM HJCHTU(UIMPOBATH €€ aBTOpa, a TaKXKe B3aUMOCBS3H C
MH(POPMAITMOHHBIM 00ECTICYCHUEM HCCIIETyeMON KOMIIBIOTEPHON CHCTEMBI

YcraHoBneHHe BHUJA, CBOMCTB M cOcTOsHUS MHOpMAIMK ((HaKTUIECKOTO U
[EPBOHAYaJIbHOIO, B TOM YHCJIE [0 €€ YJaJleHHs M MOAM(UKAINH) B
KOMIIBIOTEPHOU CHCTEME

OrmpenenieHne NPUYUH U YCIOBUM HW3MEHEHHUS CBOWCTB HCCIIETyeMOM
UHpOpMaLUN

OnpeneﬂeHI/Ie MEXaHu3Ma, JWHAMUKH H 00CTOSATENILCTB  COOBITUS IO
PIMCIOHIGﬁCfI I/IH(l)OpMaIII/II/I Ha HOCHUTCIIC JaHHBIX HUJIK €€ KOIIUAM

VYcraHOBNIEHHE YUaCTHUKOB COOBITHS, MX POJIM, MECTA, YCIIOBHM, TPU KOTOPBIX
ObUIa co3/1aHa, MOAM(PUIIMPOBaHA WK ylajdeHa nHpopmanus

VYcTraHOBNIEHHE ~ COOTBETCTBHS ~ JTMOO  HECOOTBETCTBHMSI  JEHCTBHM ¢
nH(popMaIuell crenraabHOMY peryiaMeHTy (TipaBuiiaM)

CocraBieHue OKCIICPTHOT'O 3aKJIFOYCHUA

HeoOxonumbie ymeHus

®dopmarel XxpaHeHus: HHGOPMAIMK B aHAJTU3UPYEMON KOMITBIOTEPHON CUCTEME

OcHOBHEBIC (pOpMaTBI (I)aﬁHOB, HCIOJIb3YCMBIC B KOMIIBIOTCPHLIX CUCTEMAX

OcoOeHHOCTH XpaHEHUsS KOH(QUTYpPAllMOHHOW M CHUCTEMHOW HMH(OpManuu B
KOMITBIOTEPHBIX CHUCTEMAX

VAI3BUMOCTH KOMITIBIOTCPHBIX CUCTEM U ceTen

TexHOIIOrMM TOWCKAa M AaHAJIW3a CIEI0B KOMIIBIOTEPHBIX IPECTYIJICHUM,
IIPaBOHAPYIIEHUH U UHIUIEHTOB

HOpSIJIOK q)HKcaI_[I/II/I U JOKYMCHTHUPOBaHHUA  CJICJOB  KOMIIBIOTCPHBIX
HpeCTYHHCHI/Iﬁ, HpaBOHapymeHI/Iﬁ 1 MHIIUJACHTOB

HopMbI yroioBHOTO W aJMHHHCTPAaTHBHOTO IpaBa B c(hepe KOMIBIOTEPHOU
uHpOpPMaITUU

XapakTepuCTUKU MTPaBOHAPYIIEHUH B 00JaCTH CBA3H U HH(OpMaUU




Bunapl npectynnenuii B cepe KoOMIbIOTEpHON HHPOpMAITUN

[Topsimoxk mpoBeneHUs! DKCIEPTU3bl BBIYMCIUTEIBHON TEXHUKU U HOCUTEIEH
KOMITBIOTEPHOW MH(POPMAITUU C YYETOM HOPMATHBHBIX IIPABOBBIX AKTOB

CriocoObl  0OOHapYKCHHSI W HEUTpaNM3alld TIOCIEACTBHIA BTOPKEHUN B
KOMITBIOTEPHbBIE CHCTEMbI

Metonbl aHanmm3a cucTeM oOecrnedeHus WHGOPMAIIMOHHON 0e301acHOCTH
00beKTOB MH(pOpPMATH3aIKK Ha 0a3e KOMIIBIOTEPHBIX CUCTEM B 3alUIICHHOM
HUCIIOJIHCHUHN

[TopsaOK NOATOTOBKM HAay4YHO-TEXHUYECKUX OHKCIEPTHBIX 3aKJIIOYECHHUN I10
pe3ysbTaTtaM BBINOJHEHHBIX PpaboT 1o HMH(OPMAMOHHO-AaHATUTUYECKOH |
TEXHUYECKOU IKCIEPTU3E KOMIIBIOTEPHBIX CUCTEM

Metonel TpOBENEHUS  PACCICNOBAHHUS KOMIIBIOTEPHBIX IPECTYILICHUM,
IIPABOHAPYIICHUH U UHIIUICHTOB

MCTOI[BI aHaJin3a OCTaTOYHOM I/IH(l)OpMaI_[I/II/I U IIOUCKa CJICA0B IJId (bI/IKCElL[I/II/I
KOMITBIOTCPHBIX MHIUACHTOB

Kpuntorpadpuueckue anroputMbl U OCOOCHHOCTH HMX MPOrPaMMHOI
peauzanuu

HOpMaTI/IBHLIe IIPpaBOBLIC AKThHI B obmactu 3alIUThI I/IH(l)OpMaI_[I/II/I

PYKOBOIUIHII/IG U MCTOANYCCKUC JOKYMCHTBI YITOJTHOMOYCHHBIX (1)6I[€paJII)HI)IX
OpraHoB HCITOJIHUTENLHOM BIIACTH 110 3alIuTe I/IH(bOpMaI_[I/II/I

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUT

HeoOxonumele 3HaHUS

HpI/IMCHSITL HOPMAaTUBHBIC n IIpaBOBBIC AKTbI 1810)51 IIPpOBCACHUU
KpPIMI/IHaJIHCTI/I‘IGCKOﬁ OKCIICPTHU3blI U KPUMUHAJIUCTHYCCKOI'O aHaIn3a

AHaNMM3UPOBaTh CTPYKTYPY MEXaHM3Ma BO3HHUKHOBCHHS M OOCTOSTEIILCTBA
COOBITHSA

OnpenensTh MPUYUHY U YCIOBUS U3MEHEHHS IPOTPAMMHOTO 00SCIICUeHUS

Beienarts cBoiicTBa M pU3HAKU MH(GOPMAIMK, TO3BOJISIONIME YCTAHOBUTD €€
IIPUHAJIEKHOCTD ONPEIEICHHOMY UCTOYHUKY

OnpenensaTb NPUHLMIIBI IEJIEHUS TIPOrPAMMHOTO 00ECIIeYeHUs Ha IPYIIIbI, UX
cnenuduyecKkue CBOMCTBA U B3aUMOCBSI3b C KOMIIBIOTEPHON CUCTEMOM

[TpuMeHATH NEHCTBYIOIIYIO 3aKOHOJATENbHYIO 0a3y B o0iacTu olOecriedyeHus
3a1UThl HHGOPMAIIT

BEISIBISITE BO3MOXKHBIE TPAaCKTOPHUU COCTOSIHUH (I)YHKLII/IOHI/IpOBaHI/IH CHUCTCMBI

BrIBIATH HECOOTBETCTBHS UMEIOIIEHCS MHPOPMAIMKA €€ PACIOJIOKEHUIO B
cucreMe

HpOFHO?.I/IpOBaTI) BO3MOXHBIC IMYTH Pa3sBUTHA HOBBIX BUJI0B KOMIIBIOTCPHBIX
HpeCTYHHGHHﬁ, HpaBOHapymeHI/Iﬁ 1 MHIIUWJACHTOB

Jlpyrue XxapakTepuCcTUKU

3.2.2. TpynoBasi pyHKUHS

IIpoBenenyre HHCTPYMEHTAIBLHOTO YpoBeHb
HaumeHnoBaHue MOHUTOPUHTA 3aIUIIIEHHOCTH Kon | C/05.7 | (momypoBeHs) 7
KOMIIBIOTEPHBIX CUCTEM U CETer KBaJMuKaIn

IIpoucxoxenue
TpyaoBoil pyHKIMN

Opuruaan

3anMMCTBOBaHO W3
OpHUTvHaa

Kon opurunana Peructpanuonsslit
HOMED
npodeccHoHaTbHOTO




CTaHIapTa

TpynoBbie nercTBUsA

Brmonnenue aHaJIu3a 3allUIICHHOCTH KOMITIBIOTCPHBIX CHCTEM C
HCIIOJIb3OBAHUCM CKAaHCPOB 0e30IMacHOCTH

BrinonHenne aHanu3a 3alUIEeHHOCTH CETEBBIX CEPBUCOB C MCIOJIb30BAHUEM
CpENCTB aBTOMAaTHUYECKOTO pearupoBaHus Ha HOIBITKH
HECAHKIMOHUPOBAHHOIO JOCTyNMa K pecypcaM KOMIBIOTEPHBIX CHUCTEM U
ceTen

CocraBieHne 0TYETOB I10 pe3ylnbTaTaM IPOBEPOK

HeobOxonumbie ymeHus

HpI/IHHI/IHBI IIOCTPOCHUA KOMIIBIOTCPHBIX CUCTEM U ceTen

q)OpMaJIbHHe MOICIN 0€30I1aCHOCTH KOMIIBYOTCPHBIX CUCTEM U ceTei

HpI/IHHI/IHBI IIOCTPOCHUA CUCTEM O6H3py>KeHI/I${ KOMITIBIOTCPHBIX aTakK

Metonbl 00pabOTKH JaHHBIX MOHUTOPHHTA OE30MACHOCTH KOMITBIOTEPHBIX
CHCTEM U ceTel

[Topsimok co3naHuss W CTPYKTypa OTYETa, CO3/1aBa€MOro IO pe3ylbTaTam
IPOBEPOK

CriocoObl  OOHApYKCHHSI W HEUTpaJM3aIMH TIOCIESACTBHIA BTOPKECHUN B
KOMITBIOTEPHBIE CHCTEMbI

KpI/IHTOFpaq)I/I‘IeCKI/Ie IIPOTOKOJIbI, IPUMCHSACMBIC B KOMIIbIOTCPHBIX CCTAX

HopmatuBHBIE TpaBOBbIE aKThHI B 00JIACTH 3aIUTH HH)OpMAIUN

PykoBozsiye 1 MeToauuecKue JOKYMEHThI YIIOJIHOMOUYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHHUTEIBHOM BJIACTH 10 3aIIUTE HH(OPMALIUN

OpranuzanroHHbIe MEPHI MO 3alIuTe HHpOpMauu

HeoOxonumeble 3HAaHUA

®dopManM30BEIBaTh 33/Ja49y YIPABICHUS O€30MaCHOCTHIO KOMITBIOTEPHBIX
CUCTEM

[IpuMeHATh HMHCTPpYMEHTAJIBbHBIE CPEACTBA IIPOBEICHHUS MOHUTOPHHIA
3AILUIIEHHOCTU KOMIIBIOTEPHBIX CUCTEM

HpI/IMCHflTI) METOAbI aHalin3a 3alIUIIEHHOCTHU KOMHI)IOTepHI)IX CUCTEM U
ceTen

CTPYKTypI/IpOBaTL AHAJIUTUYCCKYHO I/IH(I)OpMaI_II/IIO JJI1 BKIIFOYCHUSA B OTUET

Jpyrue xapakTepuCTUKH

3.2.3. TpynoBasi GpyHKUHUSA

[IpoBenenue cepTupuKaun
YpoBeHb

IIporpaMMHO-aIIIaparHbiX CpCaACTB

HaumenoBanue porp p pea Kox | C/04.7 (moypoBEHb) 7
3aIUThl HH(OPMAIUHU U aHAIHU3 KBATHGUKAIIHH
pEe3yJIbTaTOB

[Ipoucxoxaenue 3anMCTBOBAaHO U3

. Opurunan
TPya0BO# pyHKIIMH OpUTHHAJIA
Kon opurunana Peructpanmonsslit
HOMEp
PO eCCHOHATEHOTO
cTaHaapTa

TpynoBsle nencTBUs

[IpoBeneHne TEOPETUUECKUX MCCIEAOBAaHMUA ypPOBHEH  3alUILIEHHOCTH
KOMITBIOTEPHBIX CUCTEM U CETEUN

[IpoBeneHne >KCrEpUMEHTAIbHBIX WCCIEAOBAHUM YPOBHEW 3alUILIEHHOCTH
KOMITBIOTEPHBIX CUCTEM U CETEUN




[IpoBenenne  cepTUPUKAIMOHHBIX  HMCHBITAHUH € HCHOJIB30BAaHUEM
MHCTPYMEHTAJIbHBIX CPEJICTB

IlonroroBka aHAJIUTUYECKOTO OTYETAa 110 pe3yiabTaraM MPOBEIEHHBIX
cepTU(DUKAIMOHHBIX HCTIBITAHUI

(DOpMy.]'H/IpOBaHI/Ie BBIBOJOB 110 OLI€HKEC 3alllUIIICHHOCTHU

Heo6xonumbie ymeHHS

HarmmonaneHbie, MEXrocyJapCTBEHHbIE W MEXIYHAPOIHBIC CTaHIAPTHI B
0071acTH 3aTUTHl HHPOPMAITUN

HaLII/IOHaJIBHBIe CTaHAapThl Ha HNPOBCACHUC HAYYHO-UCCJICAOBATCIILCKUX U
OIIBITHO-KOHCTPYKTOPCKUX ~ palOT, CepTH(UKAIMOHHBIX HCIBITAaHUA H
CO3JIaHHME CUCTEM 3aIIUTHI HHPOPMALIUU

CniocoObl opranuzanuu padoT MpU MPOBEICHUU CepTUDUKALIUY TPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aALIUTHI

[TpuHIMIIBI TOCTPOSHHS CPEACTB KPUITOTpaPUUECKOH 3aIUThHl HHPOPMAIHH

HOpMaTI/IBHBIC IIPaBOBBIC aKThEI B obactu 3allIUThI I/IH(l)OpMaI_[I/II/I

PykoBoasie 1 METOAMYECKUE TOKYMEHTHI YIIOJIHOMOYCHHBIX (e/iepaabHbIX
OpIaHOB MCIOJHUTENBHOM BIACTH MO 3aIUTe HH(OPMALUU

OpraHu3anroHHBIE MEPHI 110 3aIuTe HHPOPMALIUU

HeoOxonumele 3HaHUS

AHaJ'II/ISI/IpOBaTL KOMIIBIOTCPHYIO CUCTEMY C MLCJIbIO OIPCACICHUA YPOBHI
SAIMUIICHHOCTU U OOBCPUA

Hcnoap3oBars HpO(i)I/IJ'II/I 3alIMUThI U 3aJaHUsA 110 0€e30IaCHOCTH

[TpuMeHsSITh MHCTPYMEHTAIBHBIE CPEACTBA MPOBEICHUS CEPTUDUKANMOHHBIX
UCOBITAaHUN

CocTaBiATh M O(l)OpMJIHTB aHAJINTUYECKUM OTYET IIO IMPOBCACHHBIM
CepTI/I(l)I/IKaHI/IOHHI)IM HUCIIbBITAaHUAM

I[CH&TL BBIBOABI IO OLCHKC 3allIMINCHHOCTHM Ha OCHOBAHHMH aHAJIMTHYCCKOI'O
oT4ycTa

Jlpyrue xapakTepucTUKu

3.2.4. TpynoBasi GpyHKUHUSA

[IpoBenenue aHaim3a 6€30MaCHOCTH Yposennb
HaumeHoBaHME KOMIIBIOTEPHBIX CHCTEM Kox | C/03.7 (momypOBEHB) 7
KBaHUKAIUH
[Ipoucxoxnenue 3anMMCTBOBaHO W3
N OpurunHan
TpynoBo# QpyHKIIMH OpHUTHHANA
Kon opurunana Peructpauumonssiit
HOMED
po¢eCCHOHATBEHOTO
cTaHaapTa

TpynoBsle nencTBUs

OHpC}ICJ’ICHI/IC YPOBHA 3allIUIICHHOCTH U JOBEPHA B KOMIIBIOTCPHBIX CUCTEMAax

Omenka PUCKOB, CBA3aHHBIX C OCYHICCTBJIICHUCM YIPO3 0e30IacHOCTH B
OTHOIICHHWU KOMITBIOTCPHBIX CUCTEM

Or1ieHKa COOTBETCTBHS MEXAaHM3MOB 0O€30TaCHOCTH KOMIBIOTEPHON CHCTEMBI
TpeOOBaHUSIM CYIIECTBYIOIIMX HOPMAaTUBHBIX JOKYMEHTOB, a TaKXkKe HX
aJIEKBaTHOCTU CYIIECTBYIOIIUM PUCKaM

IloaroroBka aHaIUTHYECKOrO OTYETA 110 pe3yiibTaTaM IMPOBCACHHOI'O aHaJIn3a

DopMyIHpOBaHUE MTPEITIOKEHUN IO YCTPAHEHUIO BBISIBICHHBIX YA3BUMOCTEH

Heob6xonumble ymeHHs

HpI/IHLII/IHLI MOCTPOCHU S KOMIIBIOTCPHBIX CUCTCM U ceTel

VA3BUMOCTH KOMITBIOTEPHBIX CUCTEM U CETEM




Kpunrorpadudeckne MeTobl 3auThl HHPOpMAITUN

[TpUHIUIBI TOCTPOSHHSI CUCTEM YIPABICHUS Oa3aMM JaHHBIX

CpencTBa aHann3a KOHGUTypaIui

HarmmonaneHbie, MEXrocyJapCTBEHHBIE W MEXKIYHApPOIHBIC CTaHIAPTHI B
007acTH 3aUThl HHPOpPMAITUN

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aLUTHI HH(OpMALIUN

PykoBozsiue nu MeToguueckue JTOKYMEHThI YIIOJIHOMOUYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHUTEIBHOM BIACTH T10 3aIIUTe WH(POPMALIUU

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUU

HeoOxonumele 3HaHus

AHanM3upoBaTh KOMIBIOTEPHYIO CHUCTEMY C IIEJIbIO ONpPENCNICHUsS YPOBHS
3aIIUIIEHHOCTH U TJOBEPHSI

[IporHo3upoBaTh BO3MOXKHBIC IyTH PAa3BUTUsS JICHCTBHI HApYIIUTEINs
UH(POPMAITMOHHOW 6€30MaCHOCTH

HpOI/ISBO,Z[I/ITB aHaJIM3 MOJUTHKH 0€30IaCHOCTH Ha npeaAMET aJCKBAaTHOCTHU

[TpoBOANTH MOHUTOPUHT, aHAJIHU3 U CpaBHEHHE 3(H(HEKTUBHOCTH MPOTPAMMHO-
annaparHblX CPeJCTB 3alUThl MH()OPMALUK B ONEPALMOHHBIX CUCTEMAX

CoctaBnsiTh #u  OQOPMIIATH AHAJUTUYECKHH OTYET 10 pe3yibTaraMm
IIPOBEICHHOIO aHaIN3a

Pa3pabarbiBaTh NpeioKeHNs 110 YCTPAHEHUIO BBISIBJICHHBIX YS3BUMOCTEH

Jpyrue xapakTepuCTUKH

3.2.5. TpynoBasi pyHKIUSsI

Pa3paboTka TpeOoBaHwMii 110 3aIIKTE, YpoBeHb
HaumeHoBanue (dhopMHpOBaHUE MTOJUTUK OE30IMaCHOCTH Kox | C/02.7 (moypoBeHs) 7
KOMIIBIOTEPHBIX CUCTEM U CETen KBayHuKaiu

IIpoucxoxnenue
TpyHOBOH (pyHKINH

Opurusan

3anMMCTBOBaHO W3
OpHUrHHAJA

Kon opurunana Peructpauumonssiit
HOMED
po¢eCCHOHATBEHOTO
CTaHIapTa

Tpynossle nencTBUs

cDOpMI/II)OBa.HI/Ie MMOJIUTUK 0€30IaCHOCTH KOMIIBIOTCPHBIX CUCTEM

KoncynsrrpoBanue mo Borpocam 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM

Pa3paboTka npoduieil 3amuTel U 3aaH 110 6€30MacHOCTH

PazpaboTka TeXHWYECKMX 3aJaHWd Ha CO3JaHHE CPEICTB  3aIUTHI
uHpOpMaLUU

[IpunsTHE penieHns 0 HeOOXOAMMOCTH 3aITUTHI HH(POPMAITUH, COAEPIKAIIEHCS
B WH(OPMAIIMOHHON CHCTEMe

Knaccudukanus wuHPOPMAIMOHHON CHCTEMBI 10 TPEOOBAHUSIM 3alTUTHI
uHpOpPMaLTUU

Omnpenenenue yrpo3 Oe3omacHocTH HWHGOPMAIMH, peamu3alus KOTOPBIX
MOXKET TIPUBECTH K  HaApyIIeHHI0 0e30macHOCTH  WH(oOpMaAIluu B
KOMIBIOTEPHOUN CUCTEME U CETH

PazpaboTka momenu yrpo3 6e3omacHocTr HHpOpMaIun

3ananue TpeOOBaHMH K 3alIuTe HHPOPMAIIMH KOMIIBIOTEPHOU CHCTEMBI

Pa3paboTka pyKOBOASIIMX JOKYMEHTOB IO 3amuTe WHPOpMAIUA B
OpraHu3aIu




HeobOxonumbie ymeHus

[TpuHIMIIBI TOCTPOCHUSI KOMITBIOTEPHBIX CHCTEM U CETeH

Mopnenu 6e301acCHOCTH KOMITBIOTEPHBIX CUCTEM

BI/I,Z[BI MOJUTHK 0€30I1aCHOCTH KOMITBIOTCPHBIX CUCTEM U ceTen

[TpuHIUIIBI TOCTPOSHHS CPEACTB KPUITOTpahUUIECKOH 3aIUThl HHPOPMAIHH

HampionanbHble, MEXIOCYIapCTBEHHbIE W MEXKAYHApOIHBIC CTAaHAAPTHl B
o0acTH 3auTh HHQOPMALIUU

B03MOXXHOCTH HMCHONB3YEMBIX M IUIAHUPYEMBIX K HCIIOJIB30BAHUIO CPE/ICTB
3alUThl MHOpMALIUN

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aLUTHI HH(OpMALIUN

PykoBozsiue u MeToguueckue JTOKYMEHThI YIIOJIHOMOUYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHUTEIBHON BIACTH I10 3aIUTe WHPOPMAITUT

OpranuzanroHHbIe MEPHI M0 3alIuTe HHpOopMauu

HeoOxonumelie 3HaHUSA

AHaIM3UPOBATh  KOMIBIOTEPHYID  CHUCTEMY C  LEJIbI0  OIpEAeSICHUs
HE0OXOAMMOT0 YPOBHSI 3aIUIEHHOCTH U JOBEPHS

PaspabarbeiBaTh TpohuiIN 3aUTH KOMITBIOTEPHBIX CHCTEM

CDOpMy.]'H/IpOBaTL 3aJaHus 110 0€e30IaCHOCTH KOMIIBIOTCPHBIX CUCTEM

BrImonHaTs aHanu3 0€30IaCHOCTH KOMIIBIOTCPHBIX CUCTEM U p33pa6aTLIBaTL
PECKOMCHAA WU I10 SKCILTyaTallku CUCTEMBbI 3alllUThI I/IH(l)OpMaHI/II/I

CDOpMPIpOBaTL MOJIUTHKHU 0€30IMaCHOCTHU KOMIIBIOTCPHBIX CHUCTEM U ceTei

Jpyrue xapakTepuCTUKH

3.2.6. TpynoBasi pyHKIUS

[IpoBeneHre KOHTPOJIBHBIX POBEPOK
YpoBeHb
a00TOCIIOCOOHOCTH U D CKTHUBHOCTHU
HaumeHnoBanue P b Koz | C/01.7 | (momypoBens) 7
MIPUMEHSAEMBIX ITPOrPAMMHO-AIIIAPAaTHBIX P —
CpPE/CTB 3aIIUThl HH(OPMALIUU
[Ipoucxoxnenue 3auMCTBOBaHO U3
. OpurunHan
TPyI0BO# pyHKIIMH OpHUTHHaNa
Kox opurunana Peructpanuonssiit
HOMED
npodeccHoHaIbHOTO
CTaHJapTa

TpynoBsle nencTBUs

Onenka pabOTOCIOCOOHOCTH TNPUMEHSEMBIX POrpaMMHO-AIapPaTHBIX
CPEACTB 3alUThl HMH(POPMALMU C UCIOJIB30BAaHUEM IITATHBIX CPEACTB U
METOIUK

OI.[CHKa B(I)q)CKTI/IBHOCTI/I NPUMCHACMBIX HPOTrpaMMHO-AIIIIapaTHBIX CPEACTB
3alllUTHI I/IH(i)OpMaI_[I/II/I C UCITOJIb30BaAHMEM HITATHBIX CPEACTB U MCTOIUK

OrnpeneneHne ypoBHS 3aIUIIEHHOCTH U JOBEpUs MPOTrpaMMHO-alNapaTHbIX
CPEJNICTB 3alIUThI UHPOPMAITUT

Heob6xonumble ymeHUS

HpI/IHLII/IHLI MOCTPOCHU S KOMIIBIOTCPHBIX CUCTCM U ceTel

MeTonbpl ¥ METOAMKM OLIEHKH O€30MacHOCTH MpOrpaMMHO-aINapaTHbIX
CPEACTB 3alUThI HH(OPMALIUU

[IpyHIMIBI  [TOCTPOEHUS MPOTPaMMHO-AaNNApaTHBIX  CPEICTB  3aAIIMUTHI
uH(bopMaIn

HpI/IHLII/IHLI MOCTPOCHUA MOACHUCTCM 3alIUThI I/IH(I)OpMaI_II/II/I B KOMIIBFOTCPHBIX
CHCTEMaXxX

MeToasl OLIEHKU 3(1)(1)CKTI/IBHOCTI/I INOJIMTUKHU 6C3OHaCHOCTI/I, peaJ'II/I3OBaHHOI7I B




MIPOrpaMMHO-aINAPATHBIX CPEACTBAX 3aIIUTHI HHPOPMAIHH

Metoabl U CpeaCTBa OLICHKH KOPPEKTHOCTH M 3(PPEKTUBHOCTH MPOTPAMMHBIX
peanu3aliyii anropuTMOB 3aIIUTH HHPOPMaLUn

Metoasl aHaIu3a NporpaMMHOro kKoaa € ULCJIbIO IMOHMCKAa IMNOTCHIHAJIIBHBIX
y;[3BPIMOCTCI>1 N HCAOKYMCHTHUPOBAHHBIX BO3MOXKHOCTEH

Crioco0bl aHanmM3a NPUMEHSIEMBIX METOJIOB M CPEJCTB 3aIUThl HHPOPMAIIH
Ha NpeIMET COOTBETCTBUS MOJINTHKE O€3011aCHOCTH

HammonaneHbie, MEXrocyJapCTBEHHbIE W MEXIYHAPOIHBIC CTaHIAPTHI B
007acTH 3aUThl HHPOPMAITUH

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aLUTHI HH(OpMALIUN

PykoBoasie 1 METOAMYECKUE TOKYMEHTHI YIIOJIHOMOYCHHBIX (e/iepaabHbIX
OpIaHOB MCIOJHUTENBHOM BIACTH MO 3aIUTE HH(OPMALUU

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUU

HeoOxonumeble 3HaHus

Omnpenensate mapamerpbl (QYHKIMOHUPOBAHUS —IPOTPAMMHO-aIapaTHBIX
CPEACTB 3alUThI HH(OPMALIUU

Pa3pabaTpIBaTh METOMKH OLEHKH 3AIIUIIEHHOCTH MPOrPaMMHO-aNIapaTHbIX
CPEACTB 3alIMThI HH(OPMALIUT

OuenuBarb 3((HEKTUBHOCTH 3alTUTHl HHPOPMAIIHH

HpI/IMerlTI) paBpa6OTaHHI>I€ MCTOAUKHN OLICHKHU 3allITMIIICHHOCTH IIPOrpaMMHO-
alrrapaTHbiX CPCACTB 3alIUThI I/IH(bOpMaI_II/II/I

AHanu3upoBaTh MPOrpaMMHO-aNIapaTHble CpPEACTBA 3aIIMTHl C LEJbIO
OIpeJIesIeHUs] YPOBHS 0OecreunBaeMoi MIMU 3alUILEHHOCTH U 10BEpUs

Jlpyrue xapakTepucTUKu

3.3. O0001menHas TpyaoBasi pyHKIUS

IIpoucxoxxaenne 06001eHHOI
TPYHAOBOH pyHKIUH

AJMUHUCTPUPOBAHUE CPEJCTB 3AIIUTHI
YpoBeHb
Haumenosanue | MH(OpPMAIMU B KOMIIBIOTEPHBIX cUcTeMax U | Kon | B 6
KBaITU(PUKALINT
CCTAX
3arMCTBOBAaHO U3
Opurunan
OpUTHHAJIA
Kon PerucrparnonHsIit
OpHUTHHaJIA HOMED
po¢heCCHOHATFHOTO
cTaHmapra

Bo3MoxHbIE
HAaMMEHOBAHUS
JOJDKHOCTEH, podeccuii

AI[MI/IHI/ICTpaTOp 0e30IMacHOCTH KOMITBIOTCPHBIX CUCTEM U ceTei

AJIMUHHCTPATOP IO 00ECIIEYCHUIO O€30MaCHOCTH HH(GOPMAIIUH

WHxeHep-mporpaMMUCT 0 TEXHUYECKOH 3armure nHdopmanuu I kareropun

WnxeHep-nporpaMMICT 0 TEXHUUECKOM 3amuTe nHpopmanuu Il kareropuu

WHxeHep-mporpaMMUCT MO0 TEXHUYECKON 3aIuTe HHpopManuu

Nuxenep-nporpamMmuct I kareropuun




Nnxenep-nporpammucrt 1 kareropun

Nuxenep-nporpammucr III kareropun

NHkeHep-nporpaMMucT

TpeboBanus K
00pa3oBaHUIO U
00y4EeHHIO

Bricmiee oOpa3oBanue - 6akanaBpuar B 001actu HH(OOPMAITMOHHON
0€30macHOCTH

TpebGoBaHus K OIBITY
MPAKTUYECKOH pPabOTHI

s momkHOCTEH 0e3 KaTeropuid - ombIT paboThl HE TpeOyeTcs

Jlnst MOIKHOCTEH ¢ KaTeropuel - OIbIT padOThI B JJOJDKHOCTH ¢ 00Jiee HU3KOM
(mpenmecTByOIICH ) KaTeropuel He MEeHee OJTHOTO Tojia

Oco0Opble ycrmoBus
JIOITyCKa K pabore

Hanuuue nomycka k rocygapcTBeHHOM TaiiHe (Tpyu HE0OXOAMMOCTH )

Jlpyrue xapakTepucTUKu

PexomeHnyeTcst JONONMHUTEIBHOE TPO(ecCHOHATBHOE 00pa3oBaHue -
IPOTPaMMBI TOBBIIICHUS KBATH(PHUKALUU B 001acTH HH(POPMAITMOHHON
0e3omacHOCTH

JIOTOTHUTENBHBIE XapaKTEPUCTUKHU

HaumenoBanue 0a30Boi I'pyIbl, JOJZKHOCTU

HaumeHoBaHnue n1oKymMeHTa Kon
(mpodeccun) nim CenuaIbHOCTH
OK3 2425 CrnenuanucTsl OpraHoOB TOCYIapCTBEHHOW BJIACTU
2522 CucremMHble aIMUHUCTPATOPBI
2523 CrnenuaiucTsl MO0 KOMITBIOTEPHBIM CETAM
2529 CrieuajanucThl 10 0a3aM JaHHBIX U CETSIM, HE BXOIAIINE
B JIPyTHE TPYIIITHI
EKC - WNHxxeHep-nporpaMMucT
- NHxeHep-nporpaMMHCT 10 TEXHUYECKON 3aINUTe
uHpOpMaLUU
- AJMUHHUCTpATOP 10 00ECIIEUEHUI0 OE3011aCHOCTH
uHpOpMaLuu
3.3.1. TpynoBasi pyHKUHUSA
AJMUHUCTPUPOBAHUE CPEJICTB 3AIIHTHI YpoBeHb
HaumenoBanue HH(POPMAIIUHU MTPUKIATHOTO U CUCTeMHOro | Kox | B/03.6 |  (momyposetn) 6
IPOrPaMMHOTO 00€eCTIEUeH s KBasuuKarmn

IIpoucxoxenue
TpyaoBoil pyHKIMN

Opuruaan

3anMMCTBOBAHO W3
OpHUTvHaa

Kon opurunana Peructpauunonsslit
HOMEp
npodeccHoHaIBHOTO
CTaHJapTa

Tpynosblie nercTBus

Omnpenenenue nopsaKa yCTAaHOBKM HPOTPaMMHOTO OOECIeUeHHs! C LEINbIo
coOmoeHus TpedoBaHUH O 3aluTe HHpOpMauu

KonTpone Han coOmrofeHneM TpeOOBaHUN MO 3amuTe HMHPOpPMAIMH TpU
YCTAaHOBKE  MPOrPaMMHOT0  OOECIEYeHMs, BKJIIOYas  aHTUBHPYCHOE




porpaMMHOE o0ecIiedeHre

®opmynupoBanue TpeOOBaHMN K TMapamMeTrpaM CpeACTB AHTHBHPYCHOU
3alUTHI U1 KOPPEKTHON paboThl MPOrpaMMHOI0 0OeceueHus

BeimonHenne paboT 1m0 OOHAPYXKEHHWIO BPEJOHOCHOTO IMPOrPaMMHOTO
obecneueHus

JlukBumaus: 0OHapY>KEHHOTO BPEIOHOCHOTO MPOrPaMMHOTO OOECIICUeHUs U
MOCJIEACTBHM ero (yHKIIMOHUPOBAHUS

dopmynupoBaHue TpeOOBAaHUN K  BCTPOCHHBIM  CPEICTBAM  3AIlIUTHI
nH(OpPMAIIMHU POrPaAaMMHOT0 oOecreueHus

Heo6xonumbie ymeHHS

ApPXUTEKTypa MOJCUCTEM 3aIUTHI HH(POPMALIMU B OIIEPAIIHOHHBIX CUCTEMaX

[TpUHIUIBI TOCTPOSHHS CUCTEM YIPABICHUS Oa3aMH JaHHBIX

OCHOBHBIC Cp€acTBa U MCTOAbI aHAJIM3a IIPOI'PaMMHBIX peanmaunﬁ

[TpuHIMIBI TOCTPOSHHUS AaHTUBUPYCHOTO MPOTPaMMHOT0 00ecIIeueHus

Bunsl nonmutuk ympaeiaeHHs AOCTYNOM M HMH(OPMALMOHHBIMHM IOTOKAMHU
IPUMEHHUTEIBHO K MPUKIATHOMY IPOTPAMMHOMY 00€CIICUCHHIO

Hctounuku  yrpo3  uHGOPMAIIMOHHON  0E30MacHOCTH  MPOrPaMMHOTO
obecrieueHrs U MepHI 10 UX MPETOTBPAIEHUIO

VYSI3BUMOCTH HKCIIOJIB3YEMOTO IMPOTPAMMHOI0 00€CleYeHus] U METOIbl HX
IKCILTyaTaluu

Bunst u  QgopMbl  QyHKIIMOHMpPOBAHUS BPEIOHOCHOTO IPOrPAMMHOTO
obecrieueHus

XapakTepHble  MPU3HAKK  HAJUYUAS  BPEIOHOCHOTO  IPOTPAMMHOIO
obecneueHus

CpenctBa U MeToApl OOHAPYXKEHMSI paHEEe HEU3BECTHOIO BPEIOHOCHOTO
MIPOrPaMMHOT0 0OecTIeyeHMs

[TpuHIMIBl GYHKIMOHUPOBAHHS MPOTPAMMHBIX CPEJCTB KPUNITOrpadUIecKon
3alUThl HH(OPMALIUU

[Topsimox obecrnieueHust Oe3onmacHOCTH HMHGOpPMAIMKM TPU  IKCILTyaTalluu
IPOrPaMMHOT0 00ecreyeHHsI

HopmaruBHbIe paBOBbIE aKThI B 00JIACTH 3aIIUTHI HH(OpMaUu

PykoBoasiye 1 MeToAMUeCKre TJOKYMEHThI YIIOJIHOMOYEHHBIX (e/lepaabHbIX
OpraHOB MCIOJHUTENIBHOM BJIACTH 1O 3alIUTe HH(OPMAIIUU

OpraHuzanvoHHbIe MEPHI 10 3alUTe HH(pOpMaun

HeO6XOI[I/IMLIe 3HaHUA

AHanu3upoBaTh  yrpo3bl  0e30macHOCTH  HMH(OpPMAalMd  MPOTPaAMMHOTO
obecrieueHus

@®opmynupoBaTh MpaBuia 0e30macHOW  AKCIUTyaTallud MPOTPaMMHOTO
obecrieueHus

OO0ocHOBBIBaTh  MpaBuia O€30MacHOM  JKCIUTyaTallid  MPOTPaMMHOTO
obecrieueHus

AHanu3upoBaTrh (PyHKIIMOHHMPOBAHUE MPOTPAMMHOI0 OOECIIEUEHUS C LENbIO
OIpeJIeJIEHUs] BO3MOYKHOTO BPEIOHOCHOTO BO3/I€HCTBHS

HpOI/ISBO,Z[I/ITB IMPOBCPKY COOTBCTCTBHA PpCaJIbHBIX XapaKTCpUCTUK
IMporpaMMHO-aIapaTHbIX CPEACTB 3alIUTHI I/IHCbOpMaHI/II/I 3ad4BJICHHBIM B HUX
TEXHUYISCKOM JOKYMCHTAIUU

OcCymecTBISITh MEPONPHUATHS TIO MPOTHUBOACHCTBUIO yIpo3aM 0O€30MacHOCTH
uH(OpMAIIMK,  BO3HUKAIOIIMM  TMPU  OIKCIUTyaTallid  [POTPaAMMHOTO
obecrieueHus

Onpenenstb NOpAAOK (YHKIMOHUPOBAHUS MPOTPAMMHOIO O0OECIeUeHHUs C
1eJbI0 00eceyeHns 3aUThl HHOPMALUU

AHamu3upoBath  3(PQGEKTUBHOCTh  CHOPMYIHPOBAHHBIX TpeOOBaHMM K
BCTPOEHHBIM CPEJCTBAM 3aIMThI HH(OPMALIMU IPOTPAMMHOT0 00eCTIeueHUs




\ JIpyrue XxapakTepUCTUKH

3.3.2. TpynoBasi pyHKUHUSA

AJIMUHHUCTPUPOBAHUE TPOrPAMMHO- VpoBerb
HaumeHnoBaHue anmapaTHBIX CPEIICTB 3alTUThI Kox | B/02.6 | (momyposens) 6
nH(pOpMAIUU B KOMIIBIOTEPHBIX CETAX KBaTHUKALIH

[Ipoucxoxnenue
TPyIoBO# QyHKIMK

Opurusan

3anMCTBOBaHO U3
OpHUTHHAJA

Kox opurunana PerucrpanuoHHsIi
HOMEp
po¢eCCHOHATLHOTO
CTaHjapTa

TpynoBsle neicTBus

Onpenenenue cocTaBa NPUMEHSEMbIX [POrPaMMHO-ANIapaTHbIX CPEICTB
3alIUThl HH(OPMALIMU B KOMITBIOTEPHBIX CETAX

Pa3paboTka mopsaka NPUMEHEHHsS MPOrpaMMHO-alIapaTHbIX CPEICTB
3alIMThl HH(OPMALIMU B KOMITBIOTEPHBIX CETSIX

@®opMupoBaHue  MAOIOHOB  KOH(UTYpAlMH  MPOTPAMMHO-AIIIAPaTHBIX
CPEACTB 3allUThl HH(OPMALIMU B KOMITBIOTEPHBIX CETSIX

Hactpoiika  mporpaMMHBIX W ammapaTHBIX  CPEACTB  IOCTPOCHUS
KOMITBIOTEPHBIX ~ CETEH, MCIONB3YIOIUX KPHUITOrpaguyecKyro 3aliuTy
uHpOpMaITUN

VYopaenenue  GYHKIMOHUPOBAHHUEM  MPOrPAMMHO-AIMAPaTHBIX  CPEICTB
3aIUTHI THOOPMAITUU B KOMITBIOTEPHBIX CETIX

Kontpons KoppekTHOCTH (DYHKIIMOHUPOBAHUSA MPOrpaMMHO-AIIMaPaTHBIX
CPENICTB 3alIUThl UHPOPMAITUU B KOMITBIOTEPHBIX CETAX

YHpaBJ'ICHI/Ie CpeacTBaM MCKCETCBOTO JSKPAHUPOBAHWA B KOMIIBIOTCPHBIX
CCTAX B COOTBCTCTBHUHU C HeﬁCTBYIOHIHMH Tpe6OBaHI/I$IMI/I

HeoOxonumbie ymeHus

IIpyuHIMIIBI TOCTPOEHUSI KOMIIBIOTEPHBIX CETEH

CTek ceTeBBIX ITPOTOKOJIOB OIICPATMOHHBIX CUCTCM

CTek MpOTOKOJIOB CETEBOI0 000pYAOBaHUS

HOpHI[OK peain3anuu METOAOB U CPCACTB MEIKCCTCBOI'O SKPAHUPOBAHUS

[TpuHuMnbl  QYHKIIMOHUPOBAHUS CETEBBIX IPOTOKOJOB, BKJIOYAIOIINX
KpUNTOrpaduyecKkue aaropuTMbl

Bunpel noauTuk yrnpaBieHHs JOCTYNOM M MH(MOPMAIlMOHHBIMHM TOTOKAMU B
KOMIIBIOTEPHBIX CETAX

Hctounnku yrpo3 uH(opManoHHON 0€30IMacHOCTH B KOMIIBIOTEPHBIX CETSIX
Y MEpHI 110 UX MPETOTBPAIICHUIO

CocTaB TUMOBBIX KOH(PHUrypanuid MporpaMMHO-allapaTHbIX CPEICTB 3aLTUThI
MHGOPMAIIUHU U UX PEXUMOB (PYHKIIMOHUPOBAHMS B KOMITBIOTEPHBIX CETSIX

Meronel M3MEpEHMM, KOHTPOJIS U TEXHHUYECKHUX PACYETOB XapAKTEPUCTUK
IIPOrpaMMHO-AINAPATHBIX CPEACTB 3aIUTH HHPOPMaLIUU

[Tpuniunsel  pa®oThl M THpaBWiIa  3KCIUTyaTallMM  AKCILTYyaTHPYEeMBbIX
IIPOrpaMMHO-AINAPATHBIX CPEACTB 3aIUTH HHPOPMaLIUU

HpOFpaMMHO-aHHapaTHBIC CpeactBa MW MCTOAbI 3alIUTHI I/IH(I)OpMaLII/II/I B
KOMITBFOTCPHBIX CCTAX

HOpMaTI/IBHLIe IIPaBOBLIC AKTLI B obmactu 3alllUThI I/IH(I)OpMaI_[I/II/I

PYKOBO}ISIHII/IG 1 METOAUYCCKUC JOKYMCHTBI YITOJTHOMOYCHHBIX q)enepam;HHx




OpPraHOB UCIOJHUTENIbHOM BJIACTH 110 3alIUTE WH(GOpMAIII

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUU

HeO6XOI[I/IMBIe 3HaHHUA O1eHHBaTh YI'PO3blL 0e30IaCHOCTH I/IH(i)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CCTAX

HactpauBars npaBuiia GUIBTPAIMK TAKETOB B KOMITBIOTEPHBIX CETSIX

O06o0CcHOBBIBaTh BBIOOP HCHOJB3YEMBIX MPOrPaMMHO-ANIAPATHBIX CPEICTB
32U THI UHOOPMAITUU B KOMITBIOTEPHBIX CETIX

KondurypupoBath ¥ KOHTPOJIMPOBaTb  KOPPEKTHOCTb  HACTPOUKH
MPOrPaMMHO-AIAPATHRIX CPEACTB 3aIIUThl MH(POPMALIUKA B KOMITBIOTEPHBIX
ceTsixX

Breibuparh pexumbl pabOThl MPOTrpaMMHO-ANNApPaTHBIX CPEACTB  3alIUThI
nH(GOPMAIUU B KOMIIBIOTEPHBIX CETSIX

[IpoBOIUT, MOHMTOPUHT (PYHKIHOHUPOBAHUS MPOTPaMMHO-aNNapaTHBIX
CPEICTB 3alIUTHl HHPOPMAIIMH B KOMITBIOTEPHBIX CETIX

[TpousBoauth aHanu3 3¢G(GEKTUBHOCTH MPOTrPAMMHO-AMNMAPATHBIX CPEICTB
3aIUTHI UHOOPMAITUU B KOMITBIOTEPHBIX CETIX

OneHuBaTh ONTUMAIBHOCTh BbIOOpa IMPOrpaMMHO-ANIMAPATHBIX CPEICTB
3aIUThl HHQOPMALUY M UX PEKUMOB (DYHKIIMOHUPOBAHUS B KOMITBIOTEPHBIX
ceTsax

Jpyrue xapakTepuCTUKH

3.3.3. TpynoBasi pyHKUHUSA

AJMUHUCTPHUPOBAHUE TIOACHCTEM VpoBeHs
Haumenosanue 3amUThl MHHOPMAITUHU B ONIEPAITMOHHBIX Kon | B/01.6 | (momyposens) 6
cHCTEeMAax KBaJTU(PUKALIUU
[Mpoucxoxaenue 3auMCTBOBaHO M3
. Opuru=aan
TPYHAOBOH pyHKIUH OpUTrMHAJIA
Kox opurunana Peructpanuonsslit
HOMED
po¢eCCHOHATEHOTO
CTaHJapTa
TpynoBbie neicTBUS OnpeneneHre cocTaBa MPUMEHSEMBIX MPOTPAMMHO-aNNapaTHBIX CPEICTB

3alIuThI I/IH(i)OpMaIII/II/I B OIICpalMOHHBLIX CUCTEMax

Pa3pa60TKa Nnopsika MTPHUMCHCHUA [MPOrpaMMHO-AIIIapaTHbIX  CPCIACTB
3allUThI HHq)OpMaHHH B OIICpalMOHHBLIX CUCTEMAax

cDOpMI/II)OBa.HI/IC 1a0JIOHOB YCTAaHOBKU TIIPOTpaMMHO-ANIIApaTHBIX CPEACTB
3allUThI HHq)OpMaHHH B OIICpalMOHHBLIX CUCTEMAax

VYcraHoBKa MporpaMMHO-anmapaTHBIX CPEJICTB 3allluThl HHGOpMAIMU B
OTEPALIMOHHBIX CHCTEMAax, BKIJIIOYAs CPEACTBA KPUNTOrpadUuecKON 3aIluThI
uH(popMaIn

Kondurypuposanue IIPOrpaMMHO-AMIapaTHbIX CPEICTB 3aILUTHI
nH(GOpPMaIMH B ONIEPAllMOHHBIX CHCTEMaX

KOHTpOJ'IL KOPPCKTHOCTHU (I)yHKLII/IOHI/IpOBaHI/ISI IporpaMMHO-aIIIapaTHbIX
CpEACTB 3alIUThI I/IH(bOpMaI_[I/II/I B OIICpAllMOHHBIX CUCTEMax

VYhpaBneHue aHTUBUPYCHOM 3aIlIUTON ONEPALIMOHHBIX CUCTEM B COOTBETCTBUU
C ICUCTBYIOIUMH TPEOOBAHUSIMHU

HCO6XO,[[I/IMLIC YMCHUA ApXI/ITCKTypa W NPUHOUIIBI TOCTPOCHUS ONICPALMOHHBIX CUCTEM

[TporpaMMHbIe HHTEP(EICH ONEepallMOHHBIX CUCTEM




Bunel monutuk ymnpaBiaeHHS JOCTYNIOM U HH(OPMAIMOHHBIMU TOTOKAMH
MPUMEHUTEIBHO K ONEPALIMOHHBIM CUCTEMAM

ApXI/ITeKTypa IIOACUCTEM 3alIHUThI I/IH(l)OpMaI_[I/II/I B OIICpallMOHHBIX CUCTEMax

[TpuHIMnBl  QYHKIUOHUPOBAHUS  CPEACTB  3AIIUTHl  MHPOpPMAIUK B
OIEPALIMOHHBIX CUCTEMAX, B TOM YHCJIE MCIOJIB3YIOIIUX KpUnTorpadguyeckue
AJITOPUTMBI

CocTtaB TUIIOBBIX KOH(GHUTYpaLUi MPOrpaMMHO-ANIIAPATHBIX CPEACTB 3aLUTHI
uHpOpMAILTUT

TpeOoBanuss 1O coCTaBy U  XapaKTEpUCTHKAM IOJCHCTEM  3allUTBhI
UH(OPMAIIUU IPUMEHUTENIBHO K ONIEPAlMOHHBIM CUCTEMaM

HOpHI[OK pamu3anuu METOAOB U CPCACTB aHTHBHPYCHOﬁ 3alllUTBl B
OINCpallOHHBIX CUCTCMAaX

[TporpaMMHoO-amnmapaTHbie CpPEeICTBA W METOABI 3allMThl MHGOpPMAIMH B
OIIEpaLlMOHHBIX CUCTEMAX

[Tpunmunsl paboThl M TpaBWiIa AKCILTyaTalldd TMPOTPaMMHO-ANIapaTHBIX
CPEACTB 3alMThl HH(OPMALIUU

HopmatuBHBIE TpaBOBbIE aKThHI B 00JIACTH 3aIUTHI HH(OpMALIUN

PykoBozsiye 1 MeToauuecKue JOKYMEHThI YIIOJIHOMOYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH 10 3aIIUTE HH(OPMALIUT

OpranuzanroHHbIe MEPHI MO 3alIuTe HH(pOpMaIuu

HeoOxonumeble 3HAaHUA

DopMyIUPOBATH MOJUTUKU OE30TTACHOCTH ONEPAMOHHBIX CUCTEM

HaCTpaI/IBaTL MOJIUTHKH 0€30IMaCHOCTH OIICPAIOHHBIX CUCTCEM

OI.[CHI/IBaTL YI'pO3bl 0€30IaCHOCTH HH(i)OpMaI_[I/II/I OIICPAIMOHHBIX CUCTCM

IIpoTuBOAENCTBOBATH yrpo3am 0€301acHOCTH uH(popMauu c
UCIIOJIb30BAaHHEM BCTPOSHHBIX CPEJCTB 3alUThl HH(POPMAIMK OIlepallMOHHbIX
CUCTEM

Breibupars pexumbl pabOThl MPOTrPaMMHO-ANNAPATHBIX CPEACTB  3alUThHI
MH(OpPMaIMH B ONIEPAlIMOHHBIX CHCTEMaX

HaCTpaI/IBaTL AHTHUBUPYCHBLIC cpeacrTBa 3alllUThI HH(bOpMaHPIH B
OICpaOHHBIX CUCTEMAaxX

YcranaBnuBaTh OOHOBJIEHHS TMPOTPAMMHOTO O0O€CIeYeHHs U CPEICTB
AHTHUBUPYCHOM 3aIUTHI

[TpoBOAUTE MOHHUTOPUHT (DYHKIMOHMPOBAHUS IPOrPAMMHO-AMIMAPATHBIX
CPEICTB 3alUThl HHPOPMALIMU B ONIEPALMOHHBIX CUCTEMAX

[TpousBoauth aHanu3 3¢G(GEKTUBHOCTU TMPOTrPaMMHO-ANMNAPATHBIX CPEICTB
3alUThl HUHGOPMAIMH B ONIEPALIMOHHBIX CHUCTEMaX

OneHuBarb ONTHUMAJIBHOCTH BBIOOpAa MPOrpaMMHO-AIIAPATHBIX CPEICTB
3alUThl UH(OPMALIUK U UX PEXUMOB (YHKIIMOHUPOBAHMS B OINEpaIlMOHHBIX
cucTeMax

Jlpyrue XxapakTepuCcTUKU

3.4. O0001meHHas TpynoBasi pyHKIUS

CETAX

OO6cnyXuBaHUE CPEICTB 3aIIUThI
HanmenoBanne | HH(QOPMAIMHM B KOMIIBIOTEPHBIX cUcTeMax U | Kox

VYposens
A P 5
KBaJTU(HUKALINT

[Mpoucxoxaenre 0000IeHHOM ‘ Opurunan ‘ 3aMMCTBOBaHO U3 ‘ ’




TPyHOBOH QpyHKIMH

OpHTI'HHaNa ‘
Kon Perucrpanuonnslit
OpUruHasa HOMEp
po¢eCCHOHATFHOTO
CTaHAapTa

Bo3MoxHbIe
HaWMEHOBAHUS
TOJKHOCTEH, mpodeccuii

TexHUK 1Mo 0€30I1aCHOCTH KOMITBIOTCPHBIX CUCTEM U ceTe

TexHuk o 3amure nHGopMarmu | kareropuu

Texnuk no 3amute nHpopmammu I kareropuu

TexHuUK 110 3a1Te HHPOPMAIIH

TpebGoBanus k
00pa30BaHHIO U
00y4YEeHHIO

Cpennee npodeccrnoHaibHOE 00pa30BaHue - MPOTrPAMMBI TOATOTOBKU
CIEIHAJINCTOB CPEJHETO 3BEHA IO MPO(UITIO AESITEIbHOCTH

TpeboBaHus K OIBITY
NPaKTHYECKOH pabOThI

Jliist moymkHOCTEH 0€3 KaTeropHii - OMbIT paboThI HE TpeOyeTCs

JI1st TOTHKHOCTEH C KaTeroprei - OMBIT paObOThI B JOJDKHOCTH ¢ 0oJiee HI3KOU
(mpeamecTByOIIEH) KaTeropreil He MeHee OIHOTO rofa

Oco0bie ycroBus
J0IyCKa K paboTte

Jlpyrue xapakTepucTUKu

PexomeHnyeTcst JONONMHUTEIBHOE TPO(ecCHOHATBHOE 00pa3oBaHue -
IPOTPaMMBI MTOBBIIICHUS KBATH(PHUKALMU B 001acTH HH()OPMAITMOHHOMN
0e3omacHOCTH

JIOTOTHUTENBHBIE XapaKTEPUCTUKHU

HaumenoBanue 6a30Boi Tpymibl, JOHKHOCTH
HanmenoBanue nokymeHTa Kon
(mpodeccun) WK crennaibHOCTH
OK3 3511 Cnenmnanuctbl-TeXHUKHU 10 3kcmutyarauuu MKT
3513 CriennanicThI-TEXHUKHU 110 KOMITBIOTEPHBIM CETAM H
crcTeMam
3359 CpenHeTexHUYECKNH NIEPCOHA HA TOCYIapCTBEHHON
ciryx0e, He BXOJSIINHN B IpyTHe TPYIIITHI
EKC - TexHuk mo 3anure HHGOPMALIH
OKIIATP 27032 TexHuk no 3anyre HHGOPMALH
OKCO 090108 WNudopmarnmonHas 0e30MacHOCTb

3.4.1. TpynoBasi pyHKUHUSA

OO0cmyXuBaHUE CPENICTB 3AITUTHI YpoBeHs
HaumeHoBaHUe uH(GOPMAIUH MPUKIIATHOTO Kox | A/03.5 | (momyposeHs) 5
CHCTEMHOTO TIPOrPAMMHOTO 00ECIICUCHUSI KBaTHHKALITH
[Ipoucxoxaenue 3auMCTBOBaHO M3
. Opurunan
TpyAOBOH QyHKIMH OpHTrHHAA
Kon opurunana PerucrpanuonHsiii
HOMeEp
po¢eCcCHOHATHEHOTO

cTaHmapra




Tpynossle nencTBus

YcTraHoBKa MPOrpaMMHOTO 00eCIICUSHHS

Hacrpoiika mporpamMmHOro otecredeHus ¢ coOmoneHHeM TpeOoBaHUI 1O
3anmTe HHPOPMaIIH

Hacrpoiika cpeacTB aHTUBHPYCHOM 3alllMThl JJII KOPPEKTHOW pPabOThI
IPOTPaMMHOT0 00€CTIeYeHHs 10 3aJJaHHBIM [Ia0JIOHaM

HNHCcTpyKTax moJib30Bareneil o CcoONMoAeHHH TpeOOBaHMH IO 3aluTe
uHOpMaIuK pu paboTe ¢ MPOrpaMMHBIM 00ecIiedeHueM

Hacrpoiika BCTPOCHHBIX CPEICTB 3allUThl HH(POPMAIMH [TPOrPAMMHOIO
obecrneueHus 1o 3aJaHHbIM 1a0JI0HAM

[TpoBepka (HyHKIMOHHPOBAHUS BCTPOCHHBIX CPEACTB 3alIUTHI HH(pOpMaImu
MPOrPaMMHOTO 00ECTICUCHUS

CBoeBpeMeHHOE  OOHApy)KEHHE  TNPHU3HAKOB  HAIWYHMS ~ BPEAOHOCHOTO
IPOrPaMMHOI0 00eCIeUeHHMsI

Heo6xonumbie ymeHHS

[TopsimoKk HACTPOWKH MPOTPAMMHOTO OOECIICUCHHS, CUCTEM YIIPABICHUS
0a3amu TaHHBIX U CPEJICTB ANIEKTPOHHOTO TOKYMEHTO000pOTa

O6mue mpuHIHIBI (YHKIHOHUPOBAHUS BPEIOHOCHOTO IPOrPaMMHOTO
obecnieueHus

[TpuHIMIB QYHKITMOHUPOBAHUS CPEACTB AHTUBUPYCHOH 3aIUTHI

CYIJ_[HOCTL h  COACPKAHUC TIOHATHA HH(i)OpMaHHOHHOfI 6C3OHaCHOCTI/I,
XAPAKTCPUCTUKHU €€ COCTABIAIOIINX

Hctounuku yrpo3 HWHPOPMAIMOHHON O0€30MacHOCTH M MEpbl MO HX
MIPEIOTBPAIICHUIO

OcoOeHHOCTH  HUCTOYHHUKOB  Yrpo3  HH(POPMALIMOHHOW  0E30MacHOCTH,
CBSI3aHHBIX C DKCILTyaTalueil mporpaMMHOTo 00ecrieueHus

[Tpyu3HaKKM HAMUYHST BPETOHOCHOTO MPOTrPaMMHOTO 00eCIIeueHUs

TumoBble  yA3BUMOCTH HIPOrPaMMHOTO OOECHEUEHUsT M  METOAbl UX
IKCILTyaTaluu

OO6ume mnpuHUMOB (YHKIMOHUPOBAHUS CPEIACTB 3alllUThl HMH(OpManuu
IPOrpaMMHOT0 0OecCIeuyeHus, B TOM YHCJE, CPEICTB KpUITOrpaduuecKoit
3alUThl HH(OPMALIUU

[Topsimok 3KCITyaTaliiy CpeICTB AaHTUBUPYCHOM 3aIIATHI

[Topsimox oOecneueHus: 0€30MACHOCTH HMHQPOPMALUKA TPH  IKCIUTyaTallu
MIPOrpaMMHOTO 00eCTICUeHUS

HOpMaTI/IBHLIe IIPaBOBLIC AKTHI B obmactu 3alllUThI I/IH(l)OpMaI_[I/II/I

OcHOBHEIC PYKOBOAAIIHNEC W METOAUYCCKHE JOKYMCHTHI YIIOJIHOMOYCHHBIX
(I)GI[Cp&J'IBHHX OpTraHoOB HUCIIOJIHUTEILHOM BIIACTH 110 3alIUTC HH(bOpMaHPIPI

OpFaHI/IBaHI/IOHHHC MCPBI 11O 3alIUTEC HH(bOpMaHHH

HeoOxonuMmeie 3HaHUS

VYcranaBnuBaTh MpPOrpaMMHOE OOECTICUeHHE B COOTBETCTBUU C TEXHUYECKOU
JIOKYMEHTaluen

BbInonHATh HAcTpoilKy mapameTpoB pabOThl MPOrpaMMHOTO OOecTeYeHHs,
BKJIIOYAsi CHCTEMBl YIpaBJieHHs 0a3zaMH JaHHBIX M CPEJCTBA 3JIEKTPOHHOTO
JIOKYMEHTO000pOTa

Pabotare ¢ mporpaMMHbBIM OOecrieYeHHEM C COOJIIOIEHHUEM JIEHCTBYIONIIMX
TpeOoBaHUil MO 3anuTe HHHOPMATUU

YcranaBnuBaTh  OOHOBIIGHHSI MPOTPAMMHOTO  OOECIHEUeHHs, BKIIOYas
MIporpaMMHOE 00eCIIeYeHNE CPEICTB 3aIIUTHI HH()OPMAITHHI

Jlpyrue XxapakTepuCcTUKU




3.4.2. TpynoBasi pyHKUHUSA

OO6cnyxuBaHue NporpaMMHO- VpoBerb
HaumeHnoBaHue anmapaTHBIX CPEJICTB 3aLTUTHI Kox | A/02.5 | (moayposens) 5
nH(pOpMaITUU B KOMITBIOTEPHBIX CETIX KBaTHUKALIIH

[Ipoucxoxnenue
TPyIOBO# QyHKIMK

Opurusan

3arMMCTBOBAaHO U3
OpUTMHaJa

Kon opurunana Peructpanuonssiit
HOMEp
npo¢heCCHOHATBLHOTO
craHaapra

Tpynossle nencTBUs

BBOI[ B OKCITyarallMiO  M[MPOrpaMMHO-aAMIIapaTHbBIX  CPCACTB  3alIUThI
I/IH(l)OpMaL[I/II/I B KOMIIBIOTCPHBIX CETAX

VYcraHoBKa IPOrpaMMHO-AINIapaTHBIX CPEACTB 3allUThl HHQOpPMALUU B
KOMIIBIOTEPHBIX CETAX

VYcTaHOBKAa CPEICTB  MEKCETEBOTO HJKPAaHUPOBAHMSI B COOTBETCTBUU C
JIEHCTBYIOIIMMH TPEOOBAHUSIMU MO 3alIUTe UHPOPMALIUU

HacTpoiika mnporpaMMHO-anmnaparHbIX CpEICTB 3alllUThl HHPOpPMALMU B
KOMIBIOTEPHBIX CETSIX MO 33JaHHBIM I11a0J0HaM

VYcTpaHeHue HeWcHpaBHOCTEH NPOTrpaMMHO-aNIapaTHbIX CPEJICTB 3aIUThI
MHGOPMALIUU B KOMITBIOTEPHBIX CETSX COIVIACHO TEXHUYECKOM JOKYMEHTAIH

WNHcTpykTaxk  mosibp3oBaTenel Mo  mopsiaky — OezomacHOoi  paboTel B
KOMIIBIOTEPHBIX CETSIX

O(l)OpMJ'IeHI/Ie SKCHHyaTaI_[HOHHOﬁ AOKYMCHTAIlUU Ha IIporpaMMHO-
arrapaTrHbIC CPEACTBA 3alIUThI I/IH(bOpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX

HeoOxonumbie ymeHus

Tomomoruu wu IIPOTOKOJIBI CETCBOI'O BSaHMOHeﬁCTBHH, IIPUMCHACMBIC B
OKCINTYaTUPYCMBIX KOMIIBIOTCPHBIX CCTAX

CoctaB M OCHOBHBIE XapaKTEPUCTUKH OOOPYNOBaHMsA, NPUMEHAEMOIO IIPH
MOCTPOEHUH KOMIIBIOTEPHBIX CETeH

Tunopsie MCTOABI W IHPOTOKOJIbI I/II[eHTI/I(l)I/IKaI_[I/II/I, aYTCHTI/I(I)I/IKaLII/II/I u
ABTOPpH3AllNH B KOMIIBIOTCPHBIX CCTAX

TuroBble ceTeBbIC aTaKH U CIIOCOOBI 3alllUThI OT HUX

CymHOCT, U cofepKaHHE NOHATUS UHGPOPMAIIMOHHON 0€30MacHOCTH,
XapaKTEPUCTUKH €€ COCTABIIAIOIINX

OcCHOBHbBIE HCTOYHUKHU YTPO3 HH(GOPMAIIMOHHON O€30MacCHOCTH U MEPHI M0 UX
IIPEOTBPALLICHUIO

HporpaMMHo-annapaTHHe CpCACTBA U MCTOABI 3allIUTHI I/IH(I)OpMaI_II/II/I

OcHOBHEIC METOAbI opraHu3alnun n IMMPOBCACHU A TCXHHYCCKOI'O
06CJ'Iy>KI/IBaHI/IH KOMMYTAIlUOHHOT'O 060py,Z[0BaHI/I$I KOMITBFOTCPHBIX ceTen

[Topsimox oopmiteHHs SKCIUTYyaTaIlMOHHONW TOKYMEHTAITU!

OO6ume npuUHIUNBl  (QYHKIIMOHUPOBAHUS CPEICTB  KpUNTOrpaduueckon
3a1UThl HHGOPMAIMHU B KOMIIBIOTEPHBIX CETIX

[Topsimox oGecniedeHus: 6e30macHOCTH WHGOPMALMM TPH  IKCIUTyaTaluu
KOMITBIOTEPHBIX CETEN

(DOpMBI U MCTOAbI HHCTPYKTAXa MOJI30BAaTENEH 10 MOopAAKY pa6OTBI B
KOMITBFOTCPHBIX CCTAX

HopmaruBHbIe paBoOBbI€ aKThI B 00JIACTH 3aIIUTHI HH()OpMauu

OCHOBHbBIE PYKOBOJSIIME W METOAMYECKHE JTOKYMEHTHI YIMOJIHOMOYEHHBIX
beneparbHBIX OPraHOB MCTIOTHUTEIHHOM BJIACTH IO 3aNIUTe HHGOPMAITUN

OpFaHI/BaHI/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_[I/II/I




HeoOxonumele 3HaHUA

[IpumeHsITh MpOrpaMMHO-aNIapaTHble CpeICcTBa 3allUThl MHPOpPMALUHU B
KOMITBIOTEPHBIX CETSIX

VcraHaBIMBaTHL MEKCETEBEIC OKpaHbl B KOMIIBIOTCPHBIX CETAX

KondurypupoBarh MeXKceTeBble HSKpaHbl B COOTBETCTBUU C 3aJIaHHBIMH
IIpaBUJIaMu

KoHTponupoBaTth KOPPEKTHOCTh HACTPOMKHM MEKCETEBBIX HSKPaHOB B
COOTBETCTBHH C 3aJIaHHBIMU MTPaBUIIaAMU

Paborath B KOMIBIOTEPHBIX CETSAX C COONIOACHHEM JICHCTBYIOIIUX
TpeOOBaHU 110 3aIKUTe HHPOPMAITUH

[TpoBOANTH MOHUTOPUHT, aHATU3 U CPaBHEHUE YPPEKTUBHOCTH MPOTPAMMHO-
annaparHblX CpeJCTB 3alUThl MH()OPMALUK B KOMIIBIOTEPHBIX CETAX

YcranapnuBarhb  OOHOBIEHUS  MPOrPaMMHOTO  OOecHeueHus, BKIIOYas
IPOrpaMMHOE 00ECIICYCHUE CPEICTB 3aIUThI HH(POPMAITII

dopMynupoBaTh MPEIJIOKEHUS [0 MPUMEHEHHUIO MPOrpaMMHO-anNapaTHbIX
CPEICTB 3alIUThl HHPOPMAIIMHA B KOMITBIOTEPHBIX CETIX

Jlpyrue xapakTepucTUKu

3.4.3. TpynoBasi pyHKUHUSA

OGcnyKuBaHUE IPOrPAMMHO- VpoBeHs
HaumeHoBaHue arrnapaTHbIX CPEICTB 3AIIMUTHI Kox | A/01.5 (oIypoBEHB) 5
MH(POPMAIIMHU B ONEPALMOHHBIX CHCTEMAaX KBaTH(UKaLII

[Ipoucxoxnenue
TpynoBo#l QpyHKIMN

Opurusan

3anMCTBOBAHO U3
OpuUTHHaJIa

Kon opurunana Peructpanuonsslit
HOMED
npo¢heCCHOHATBLHOTO
CTaHJapTa

TpynoBsle nencTBUs

BBOJI B OKCITyaTallMO  MMpOrpaMMHO-alIapaTHbIX  CPCACTB  3alIWTHI
I/IH(I)OpMaI_[I/II/I B OIICPALIMOHHBIX CUCTCMAX

YcTaHoBKa MPOrpaMMHO-aNIMapaTHbIX CPEJICTB 3alIUThl HHPOpMALUH

Hactpolika mporpaMMHO-anmapaTHbIX CPEJACTB 3aIIUTHl MH(OpMalUU, B TOM
YHUCIIe€ CpPEACTB AHTUBUPYCHOW 3allUTHI, B ONEPALMOHHBIX CHCTEMax IO
3aJJaHHBIM 11a0JIOHaM

YcraHoBKa  CpPEACTB  AHTHUBUPYCHOM — 3alIUTBI B COOTBETCTBHM  C
JENCTBYIOIIMME TPEeOOBAHUSAMU

WHcTpyKkTaxk mosbp3oBaTelied MO  MOpsAKy Oe3omacHoil  paOoThl B
OIEePALMOHHBIX CHCTEMAax

O(I)OpMJIeHI/IC 3KCHHyaTaHHOHHOﬁ AOKYMCHTAIlUN Ha nporpamMmMHO-
arrapaTrHbIC CPEACTBA 3aIIUTHI PIH(bOpMaHI/II/I B OIICPpALIMOHHBIX CUCTEMAX

Boccranopnenue pa60TOCHOCO6HOCTI/I IMporpaMMHO-aNIapaTHbelX CPEACTB
3alIUTHI I/IH(i)OpMaHI/II/I B OIICpallMOHHBIX CHUCTEMaX COIJTIACHO TEXHUICCKOU
JOKYMCHTAaIUU

[TpoBepka KOPPEKTHOCTH PaObOTHI MPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIUTHI
uHGOPMAIIMU TPU HUX B3AUMOJCHCTBHH C TEXHUYECKUMH CPEICTBAMHU H
MIPOTrpaMMHBIM O00eCIIeYCHUEM

Heob6xonumble ymeHHS

ApPXUTEKTypa U MOJIb30BaTeNIbCKUE MHTEP(ENCHI ONepallnOHHBIX CHCTEM

[Topsimox oOecneueHus: 0€30MACHOCTH HMHPOPMALMKA MPH  SKCIUTyaTalllu




OINEpamOHHbBIX CUCTEM

Hctounnku yrpo3 HUHQPOPMAIIMOHHOW OE€30MacHOCTH W Mephl 10  HX
IpEeTOTBPALICHUIO

CymHocTs W cofepKaHHWE TMOHATUSA HH(GOPMALMOHHON 0€30IacHOCTH,
XapaKTEPUCTHUKHU €€ COCTABIISIOIINX

Tumnopsie CpCACTBA 3allIUTHL I/IH(i)OpMaI_[I/II/I B OIICPALIMOHHBIX CUCTCMAX

[TporpaMMHo-annaparHblie CpeICTBA U METO/IbI 3aIIUThI HH(OPMAIUU

ITopsimok sKcIIyarallid CPEICTB aHTUBUPYCHOM 3alUTBHl B ONEpPALlMOHHBIX
cucreMax

@opMbl U METOABl HMHCTPYKTa)ka IOJb30BaTeleil Mo Mopsaky padoThl B
ONEPALIMOHHBIX CHCTEMAaX

OOmue npuHIUIB (QYHKIMOHMPOBAHHUS HPOTPAMMHO-ANIAPATHBIX CPEICTB
KpUnrorpaduyeckoil 3ammrs HHGOpMaUu

[Topsimox oopmieHus SKCILTyaTallMOHHOM TOKyMEHTAluU

HopmaTtuBHBIE TpaBOBbIE aKThHI B 00JIACTH 3aLUTHI HH(OpMALIUN

OCHOBHbBIE PYKOBOJSIIME W METOAUYECKUE JOKYMEHTHl YIOJHOMOYEHHBIX
(benepanbHBIX OPraHOB MCITOJIHUTEIBHOHN BJIACTH TI0 3alTUTe HH(pOpMaIUn

OpranuzanroHHbIe MEPHI MO 3alIuTe HHpOopMauu

HeoOxonumele 3HaAaHUA

HaCTpaI/IBaTB KOMIIOHCHTHBI IMOACUCTEM 3allIUThI I/IH(l)OpMaIII/II/I OICpallnOHHBIX
CHUCTEM

VYOpaBisaTh yY4ETHBIMU 3aMUCSMU IMOJIb30BATENEH, B TOM YHWCJE TeHepaluei,
CMEHOW U BOCCTAHOBJIEHHEM Iaposiei

[IpuMeHsTh MpOrpaMMHO-ANIapaTHbIe CPeICTBA 3allUThl HHPOpPMALUHU B
OTIEPALIMOHHBIX CHCTEMAaX

HpI/IMeHSITL AHTHUBUPYCHBIC CPCACTBA 3alIUThI I/IH(bOpMaI_II/II/I B OIICPAIMOHHBIX
CHCTEMaXxX

PaGorarb B omepanuMOHHBIX CHUCTEMax C COONIOAECHHEM JEHCTBYIOLIHX
TpeOoBaHUil MO 3anuTe HHHOPMaAUU

HpOBO}II/ITB MOHUTOPUHI, aHAJIU3 U CPABHCHUC B(I)(I)GKTI/IBHOCTI/I IporpaMmMHO-
arrnapaTrHblX CPEACTB 3alIUThI HH(bOpMaIII/II/I B OIICPALIMOHHBIX CUCTEMAX

YcranaBnuBaTh ~ OOHOBIIEHHSI MPOTPAMMHOTO  OOECIMeYeHHs, BKIIOYAs
MIpOrpaMMHOE 00eCIIEYEHUE CPEICTB 3AIUTHI HH(OPMALTHHI

BBIMONHATE  pe3epBHOE KOMMPOBAHWUE U aBapUIHOE BOCCTAHOBIICHHE
paboTOCIIOCOOHOCTH CPENICTB 3AIUUTHI HHPOPMAIIH

KoHTponmupoBaTb  I€JIOCTHOCTh ~ MOACHCTEM  3allUThl  MHPOpMAIHH
OIEPALIMOHHBIX CUCTEM

YCTpaHSITI) HCHUCIIPABHOCTHU MMOACHUCTEM 3allIUThI HH(bOpMaIII/II/I OICpaMOHHBIX
CHUCTEM U NPOTpaMMHO-ANITIapATHBIX CPEACTB 3alIHUThI HH(bOpMaHHH CoriTaCHO
TEXHUISCKOM JOKYMCHTAaIUH

OdopMIATh SKCIUTYaTallMOHHYIO JOKYMEHTAIMIO MPOTrpaMMHO-annapaTHbIX
CPEJNICTB 3alIUThI UHPOPMAITUT

Jlpyrue XxapakTepuCcTUKU

IV. CBenenusi 00 oprann3anusax — pa3padorunkax npogecCHOHAJIbHOIO CTAHAAPTA




4.1. OTBeTCTBEHHAsI OPraHU3alUsA-Pa3pPadOTUHK

3A0 «Acconmanus CernuaIncToB HHPOPMAIMOHHBIX cucTeMy, ropon Cankr-IlerepOypr

I'enepanbHblil TUPEKTOP ConoasuaukoB Anekcanap Bragumuposuu

4.2. HamMeHOBaHUsI OPraHU3aIHUii-pa3padoTUNKOB

Me)erl"I/IOHaJ'IBHaH O6IHCCTB€HHa${ OpraHru3anusa «Acconmanus 3allINThI I/IH(i)OpMaI_[I/II/I», ropoa

1
Mocksa

2 OI'KOY BO «Akanemus denepanbHoil Ciryx0b1 6e3omacHocTH Poccniickoit Deaepanumy, ropos
Mocxksa

3 | ®I'VII «HayuHo-TexHUYeCKHid HEeHTp «ATiacy, ropoa Mocksa

DdenepanbHOe yueOHO-METOANUECKOE OObEMHEHUE 110 YKPYITHEHHOM I'pyIIe clieUalbHOCTEH U
HanpasiaeHui noarotoku «MHpopmanmonHas 6e30nacHOCTb», ropoa MockBa

! Obmepoccuiickuii KtaccuhUKaTOp 3aHATHIHA.
2 O6IIePOCCHIACKHI KIacCH()HUKATOP BHIOB SKOHOMHUYECKOI IeATETBHOCTH.
® Enuublit KBanmn(HKAIHOHHBIN CIIPABOYHIK T0JDKHOCTEH PYKOBOIHTENEH, CIICIHATICTOB M APYTHX CITyKALIHX.
4 v v o
O01epoccuiickuii KilacCU(pHUKATOP CIELHUATEHOCTEH 10 00pa30BaHUIO.
> O61epOCCHITCKHI KTaCCH(PHKATOP CIIELHANbHOCTEH BBICIIEH HAYIHOH KBATHMDUKALIHH.
6 v o o v
Obmepoccuiickuii kiaccupukatop mpodeccuii pabounx, JOKHOCTEH CITYKAIIUX U TAPUPHBIX Pa3psI0B.




